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Abstract
We focus on protocols that enable secure computation and obfuscation of Boolean
circuits under reasonable scenarios, where an (infinitely powerful or computationally
bounded) adversary obtains nothing substantial from computing or eavesdropping
on a circuit. We classify the protocols by the information they are intended to hide,
and provide their respective literature review as well as the relations among them.
We discuss the possibility of transforming polynomial-time programs into polynomial size circuits and how to efficiently design a compiler that inputs user-written
C-style code and outputs the corresponding circuit format. Then, we construct a
Yao-style circuit encryption scheme, based on which we build a one-time-use secure
circuit computation (SCC) protocol, and prove that the protocol only reveals circuit topology to a polynomial-time adversary. Nevertheless, we show that circuit
topology may sometimes disclose sensitive information regarding the circuit and we
need to apply circuit topology obfuscation (CTO) to it to solve the problem. Hence,
combined with CTO, the improved SCC protocol discloses nothing substantial.
CTO is central to SCC protocols as well as securing circuit from passive reverse

xiii
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engineers. As the overhead of CTO can be in terms of either circuit depth or circuit
size, we propose two efficient provably and unconditionally secure CTO approaches,
one depth-efficient and the other size-efficient, with both incurring at most polylogarithmic overheads. The depth-efficient approach is built on universal circuits
and a hard-wiring technique that can also be used to improve the symmetric twoparty computation protocol. The size-efficient approach is based on a hierarchial
model that periodically re-shuffles intermediate results such that a circuit topology
observer learns nothing.
The foregoing one-time-use protocol requires changing encryption key for each
round of computation, which reduces its efficiency and practicability. Based on the
above-mentioned CTO algorithms, we propose two distinct reusable SCC protocols
and prove their security under the respective assumptions, where the former protocol is constructed with algebraic privacy homomorphism (PH) and the latter with
stateful gates. The former protocol is more of theoretic significance than having
practical value. We discuss the security of algebraic PH in the black-box model and
show that algebraic PH is equivalent to a two-round reusable SCC protocol that reveals nothing substantial to an intended adversary. In contrast, the latter protocol
can be implemented in practice to defeat passive or even active adversaries as long
as memories of stateful gates are safely protected. We minimize the size of memory
to t (the security parameter of the stream cipher) bits per gate and prove that the
protocol is computationally secure.

xiv
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Chapter 1
Introduction
1.1

Motivation

As a procedure for determining outputs by functions on different inputs, computation can be formalized using different models to be carried out mechanically, no
matter how complicated it is, by pre-programmed software or hardware. Of all the
existing models of computation, Boolean circuit is a simple yet effective one with
significant importance to computational theory and it can be easily implemented
either by hardware or by software.
Normally, to compute a Boolean circuit, the circuit and its input should be revealed to the party performing the computation. However, there are scenarios where
we hope to keep the circuit or the computation transcript (i.e. inputs, intermediate
results and outputs) secret. Furthermore, the implementation of a circuit (e.g. a
printed circuit board) may be subject to various forms of attacks such as timing
attacks, reverse engineering and eavesdropping that jeopardize the privacy of the
computation.

1
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2
With protocols for secure circuit computation and obfuscation, circuits can be
computed or engineered in a way that some certain information regarding the circuit
computation is well (provably) protected. However, so far most protocols are for
secure two-party/multiparty computation, which is restricted to two or more symmetric parties (each in possession of a private input) computing a common circuit
against each other. Moreover, those protocols hide only partial information (regarding the circuit computation). Another weakness is that most protocols are for
one-time use only, namely, randomness must be refreshed for each round of computation. Therefore, existing protocols may not work well in our asymmetric setting
(which we refer to as SCC), which calls for more efficient provably secure protocols.
Privacy has now been a growing concern of our daily life and the applications of
SCC protocols include but are not limited to the following:
• Privacy Information Retrieval. This allows a client to retrieve the i-th record
from the database of a remote server in such a private manner that i is not
revealed to the server [1]. In a more demanding case [2], the client may want
to perform a keyword search without disclosing to the server the keyword
and returned results. All these problems can be reduced [3] to secure circuit
computation and hence solved by SCC protocols, namely, the client represents
its query as input x and the server represents the database as a circuit C and
they execute a SCC protocol so that the client obtains C(x) privately.
• Private Electronic Voting. This simulates the paper vote in the real world
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3
such that voters participate in the election privately while ensuring that no
fraud is committed (see e.g. [4, 5, 6]). An electronic voting scheme can also
be represented using Boolean circuit, namely, each voter holds an input x to
the counter circuit C which calculates the result of election.
• Secure Mobile Agents. In some cases, portable weak power devices (e.g. smart
cards) cannot perform advanced computation and have to utilize the computing service provided by untrustworthy workstations at the cost of computation
privacy (see Section 3.1.1 for a detailed discussion). With SCC protocols, a
mobile agent can let a untrustworthy party compute a circuit such that nothing
substantial is revealed to the party.

1.2

Objective

We briefly depict the problem of SCC between two asymmetric parties as follows:
Alice, holding a Boolean circuit C, wants Bob to compute C on any input(s) she
gives in such an oblivious manner that sensitive information is not revealed to Bob
and final result is sent to Alice. This is achieved by executing a protocol between
Alice and Bob. To devise such a protocol, the problem must be further specified
with the following parameters and requirements:
• Sensitive information to be protected against Bob. We can define it as circuit
C, inputs, intermediate results, outputs, or any combination of them.
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4
• Computational capacity. Alice can be either computationally bounded or infinitely powerful, so can Bob.
• Adversarial model. Bob can be either semi-honest [7, Section 7.2.2] (also
known as curious-but-honest) or malicious [7, Section 7.2.3]. A semi-honest
adversary does not deviate from the protocol except that he attempts to learn
the sensitive information from his message transcript. In most cases, it is more
difficult for an adversary to deviate from the protocol (to gain any benefit)
than merely recording all the intermediate results for future analysis. Furthermore, the recording/logging capability is available for some computing devices
and the records/logs can be used by those least malicious adversaries (e.g.
administrators) who are merely curious. The semi-honest model can also be
considered as that both parties are honest and there are eavesdropping adversaries (who can intercept all messages transmitted and one party’s private
inputs) on the communication channel. A malicious adversary can tamper
with the protocol execution (i.e. deviate from the predefined protocol) actively to gain additional information he is not supposed to learn. A protocol
in the malicious model shall be able to detect the malicious behavior with an
overwhelming probability.
• Round complexity, which is defined as the number of communication rounds
during protocol execution. It would be desirable for a protocol to have a
constant number of rounds as its round complexity does not depend on any
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factor (security parameter, circuit size, circuit depth etc.) and hence scales up
well.
• The benefits Alice gains from executing the protocol. We note that there is a
trivial protocol, namely, Alice computes C herself and Bob does nothing, but
in this case Alice takes no advantage of Bob. Likewise, if Alice spends more
efforts on carrying out a protocol than computing the circuit herself, then the
protocol is also trivial. Therefore, a protocol is non-trivial only if by executing
it as much as possible the workload of Alice can be shifted to Bob in a secure
way (as in requirement 1). When speaking of a protocol hereafter, we refer to
a non-trivial one.
• The overhead for Bob to carry out the protocol rather than to directly compute
C. This is also used to measure the efficiency of the protocol.
In this thesis, we discuss protocols where sensitive information is defined as
circuit, inputs, intermediate results and the final outputs. We mainly focus on such
an asymmetric setting where (1) polynomial-time Alice is computationally weaker
than Bob, who is also polynomial-time or even infinitely powerful; (2) the protocol
should guarantee that Bob does not cheat Alice but not necessarily the converse as
Alice is weaker and is holding all the secrets. In most chapters, we first introduce
a protocol for defeating semi-honest Bob, then followed by the extended protocol
against malicious Bob. We also hope to minimize the round complexity to two
rounds only (thus round-optimal), namely, Alice sends to Bob a prepared (encrypted
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6
or obfuscated) format of C, which Bob computes to send the result back to Alice.
Apparently, protocols should be non-trivial to let Alice use Bob’s computing power
and the overhead incurred on Bob should be as little as possible.

1.3

Thesis Structure

The remainder of the thesis is organized as follows: Chapter 2 provides some background knowledge as well as a review of the literature. In Chapter 3, we discuss the
possibility and feasibility of converting polynomial-time programs to polynomial-size
circuits, then we present an SCC protocol with garbled circuits and show its inherent
weaknesses such as non-reusable keys and information disclosure due to circuit skeleton, where we propose the notion of circuit topology obfuscation (CTO) to overcome
the latter weakness. In Chapter 4, we compare two approaches for CTO, namely,
obfuscation using universal circuits and hierarchical obfuscation, and exemplify their
respective advantages (e.g. the former approach can be used to improve the secure
two-party computation protocol). In Chapter 5, we present a reusable SCC protocol
based on algebraic PH, and also provide an alternative hardware implementation
that is computationally secure against probing attacks. Finally, Chapter 6 draws
the conclusion and highlights future work.
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1.4

Thesis Contribution

The main contribution of the thesis can be summarized as follows:
1. We examine the security of Yao’s two-party computation protocol in our asymmetric setting and give formal proofs that the protocol can hide everything
except the circuit topology. As the circuit topology may also disclose sensitive
information, we propose the notion of CTO and show its effects on improving
the secure two-party computation protocol. We also contribute an efficient and
powerful compiler which allows the conversion of user-written C-style source
code to Boolean circuits to facilitate circuit computation protocols.
2. We propose two CTO algorithms, one depth-efficient and the other size-efficient.
The former is inspired by universal circuits that incur only a logarithmic overhead on circuit depth while the latter is based on a sequential and hierarchial
obfuscation technique with a poly-logarithmic overhead on circuit size. We
prove that both approaches are capable of hiding circuit topology from unbounded adversaries. Those CTO algorithms are not restricted to our scenario
but can be used in any secure computation protocol to prevent information
disclosure due to circuit topology.
3. We propose an SCC protocol that allows computing a circuit repeatedly (on
different inputs) without necessarily changing the encryption key. We propose
a uniform representation of gate functions with which gates can be computed in
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their encrypted formats without revealing their functions, inputs and outputs.
Then, we show the equivalence of 2-round reusable SCC protocol and algebraic
PH.
4. We propose a practical protocol that enables secure implementation of circuits
against probing attacks. This is achieved by introducing stateful gates and
exploring the properties of the linear feedback shift register (LFSR) sequence.
The overhead is a t-bit memory and no more than 2t XOR taps per gate with
t being the security parameter.
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Chapter 2
Background
In this chapter, we give some background information such as Boolean circuits, an
introduction to cryptography, a literature review of SCC protocols and the relationships among them.

2.1

Boolean Circuits

Informally, a standard Boolean circuit is a directed acyclic graph with three types
of labeled nodes: inputs, gates and outputs. Inputs are the sources of the graph
(i.e. nodes with fan-in 0) and are labeled with Boolean variables. Outputs are the
sinks of the graph (i.e. nodes with fan-out 0) and carry the values of the circuit
output. Gates are nodes labeled with Boolean functions such as AND (∧), OR (∨),
and NOT (¬) (the fan-in of “¬” is 1). Circuit size is defined as the number of gate
nodes in the graph and circuit depth is the number of nodes in the longest path from
an input node to an output node. As depicted in Figure 2.1, if we number all the
input nodes, gate nodes and output nodes, then all the wires are numbered as well.
That is, a node is assigned the same number as the wire carrying its result. A node
9
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(e.g. node 2 in Figure 2.1) may have more than one outgoing wires (i.e., fan-out is
larger than 1), but those wires are considered as the same since they carry the same
result.
5

1
2
3

6

4

8

9
10

7

Figure 2.1: A Boolean circuit C with nodes sequentially numbered.

2.1.1

Assumptions

A circuit C with m outputs can be viewed as m 1-output subcircuits (Boolean
functions) C1 , · · · , Cm , where their inputs coincide with C’s and the output of each
Ci (1≤i≤m) equals to the i-th output of C. Thus, for simplicity, we assume hereafter
that C has n inputs, s gates, and only 1 output.
We also assume in this thesis that each gate (of a circuit) has fan-in 2 since any
k-bounded fan-in circuit can be simulated by a 2-bounded fan-in circuit with an
expansion factor of O(k) in circuit size and O(logk) in circuit depth. In addition,
we assume that the functions of gates are drawn from the basis

Ω = {g | g : {0, 1} × {0, 1} → {0, 1}} .

(2.1)
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In other words, a gate g can be either a basic gate (e.g. g(a,b)=a∨b), a non-trivial
gate (e.g. g(a,b)=a∧b̄) or even a degenerate gate (e.g. g(a,b)=a), where a degenerate
gate takes as inputs two wires and outputs one of their results or a Boolean constant
(i.e. neither of the inputs), and a non-trivial gate is internally made of several
basic gates. We note that NOT gate (gate of fan-in 1) is not necessary as it can
be integrated into its adjacent gate, e.g., g(a,b) followed by a NOT gate can be
simplified as g 0 (a,b)= g(a, b)⊕1. As the basis Ω has 16 elements, we can efficiently
represent a gate function using a truth table, namely, the function of g(a,b) is written
in the fixed order of

[g(0, 0), g(0, 1), g(1, 0), g(1, 1)] .

2.1.2

(2.2)

Definitions

We can write input x, circuit C, intermediate results (IR) and output C(x) as
follows:
v1 , · · · , v n
vn+1 = gn+1 (va1 , vb1 )
..
.

(2.3)

vn+s = gn+s (vas , vbs )
where vi denotes the result of node i during the computation of C on input x=v1 · · · vn ,
IR=vn+1 · · · vn+s−1 , C(x)=vn+s , ai < bi < n + i for all 1 ≤ i ≤ s, and hence C can
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be defined (or encoded) as

(n, s, 1), (a1 , b1 , gn+1 ), (a2 , b2 , gn+2 ), · · · , (as , bs , gn+s ) .

(2.4)

We also define the graph representation, namely the circuit topology of C (denoted
by T (C)) as
(n, s, 1), (a1 , b1 ), (a2 , b2 ), · · · , (as , bs ) .

(2.5)

In other words, given T (C), we can construct the same directed acyclic graph as C.
The only difference is that the graph is unlabeled (i.e. no function is assigned to
any gate node).

2.2

Preliminaries to Cryptography

In this section, we introduce some basic concepts, notions and proof techniques in
cryptography that are related to or used in our work.

2.2.1

Encryption Schemes and Privacy Homomorphism

Basically, a fixed-length encryption scheme (i.e. block cipher) is a triplet (G, E, D)
satisfying the following conditions (see also [7, Definition 5.1.1]):
1. On input 1t , probabilistic key generator G outputs a pair of strings (e, d),
where 1t is the security parameter, e is the encryption key and d is the de-
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cryption key.
2. There exists a polynomially bounded function ` : N → N, called the block
length, such that for any pair (e, d) produced by G(1t ) and for any x ∈
{0,1}`(t) , it holds that

Pr[ Dd ( Ee (x) ) = x ] = 1

(2.6)

where Ee denotes the encryption function under encryption key e, Dd denotes
the decryption function under decryption key d and the probability is taken
over the internal coin tosses of E (E might be probabilistic while D is always
deterministic).
The above definition does not distinguish between private-key encryption schemes
and public-key ones. In private-key schemes, e and d can be inferred from each other
and thus we assume for simplicity the private key k=e=d. In public-key schemes, e
is public and it should be computationally infeasible to infer d from e.
For a block cipher (G, E, D), if there exists a polynomial-time algorithm ¢ such
that for any pair of (e, d) produced by G(1t ), the following equality holds

Dd ( ¢( Ee (x), Ee (y) ) ) = x + y

(2.7)
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where the algebraic structure of the plaintext space is a ring and “+” denotes addition over the ring, then (G, E, D) is additively homomorphic or we say (G, E, D,
¢) is an additive PH (see e.g. [8]). Analogously, we can define a multiplicative PH,
(G, E, D, £), using almost the same definition as the additive PH except that (2.7)
is replaced by (2.8):

Dd ( £( Ee (x), Ee (y) ) ) = x × y

(2.8)

where the algebraic structure of the plaintext space is a ring and “×” denotes multiplication over the ring. An example of multiplicative PH is the RSA algorithm [9].
If a PH is both additive and multiplicative, it is called an algebraic PH.
Rivest, Adleman and Dertouzos [8] first proposed the notion of PH in [10], where
they gave four PHs but were later shown vulnerable to either ciphertext-only attacks

1

or known-plaintext attacks. Goldwasser and Micali [12] presented an addi-

tive PH (the GM crypto-system) with the block length `(t)=1 (i.e. regardless of the
security parameter) and it is semantically secure if the Quadratic Residuosity Assumption holds. More efficient GM crypto-system variants are proposed in [13, 14].
There are also other semantically secure additive PHs (e.g. [15, 16]). DomingoFerrer proposed two algebraic PHs [17, 18] claimed to be provably secure, but the
cryptanalysis was given in [19, 20, 21]. Sander and Young and Yung [22] proposed
1

Detailed description about ciphertext-only attacks, known-plaintext attacks and other types
of attacks can be found at cryptography textbooks such as [11].

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

15
an inefficient but unconditionally secure algebraic PH. Boneh, Goh and Nissim [23]
proposed an efficient and provably secure algebraic PH that only supports one multiplication operation.
Feigenbaum and Merritt [24] questioned the existence of secure algebraic PH.
Ahituv, Lapid and Neumann [25] showed that any additive PH whose ¢ is a simple
addition function is insecure 2 under chosen-plaintext attacks. Boneh and Lipton [26]
showed that any deterministic algebraic PH can be broken in sub-exponential time
under reasonable assumptions, which is not surprising in the sense that (stateless)
deterministic encryption schemes are not secure in the standard privacy notion 3 [7,
Definition 5.2.1].

2.2.2

Pseudo-random Generators and Linear Feedback Shift
Registers

A pseudo-random generator (PRG) is a polynomial-time function G : {0,1}t →
{0,1}∗ that expands a t-bit random seed k into a sequence of arbitrary length. In
addition, it should be computationally infeasible for any polynomial-time adversary to distinguish between G(k) and a truly random sequence. PRG can be used
to construct a synchronous stream cipher that consists of an encryption function
2

This result is sometimes falsely taken as that no additive PH can be secure against chosenplaintext attacks.
3
This notion refers to semantic security (or equivalently computational indistinguishability).
Under (stateless) deterministic encryption, there is a one-to-one correspondence between plaintexts
and ciphertexts, and an eavesdropper can recognize known ciphertexts and perform a statistical
analysis on a large number of ciphertexts.
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Ek (m)=m⊕G(k) and a decryption function Dk (c)=c⊕G(k), where random seed k
serves as the private encryption/decryption key, m, c and G(k) are of the same bit
length and ⊕ is the bitwise XOR operator. The stream cipher can be viewed as
approximating the action of the well-known one-time pad [27] except that encryption key k is much shorter than m and it is only secure against polynomial-time
adversaries.
There are several classes of PRGs such as linear congruential generators [28],
Blum Blum Shub generators [29], block cipher based generators [30] and those constructed with linear feedback shift registers (LFSRs). Of all the PRGs, LFSR-based
ones are the fastest and easiest to implement in both hardware and software (they
are even faster than natural binary counters).
An LFSR, denoted by L, is a finite state machine that consists of a t-bit inner
state Si = (si , · · · , si+t−1 ), a t×t update bit matrix M such that Si+1 =Si ·M and a
1-bit output, denoted by L[i], produced at each state Si . As shown in Figure 2.2,
the inner state of L is initialized with S0 =(s0 , · · · , st−1 ). At each state Si =(si , · · · ,
si+t−1 ), it shifts the inner state by 1 bit to the left with si discarded as output (i.e.
L[i]=si ) and it enters the next state Si+1 =(si+1 , · · · , si+t ), where

si+t =

Xt−1

j=0

aj si+j

(2.9)

and aj indicates whether there is an XOR tap on the (j+1)th memory cell or not
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(see Figure 2.2). By properly choosing the feedback vector

4

(a0 , a1 , · · · , at−1 ), an

LFSR can produce a sequence with the maximal period 2t −1, namely, (S0 , S1 , · · · )
will iterate all possible states except the state of all zero. Now Si+1 =Si ·M can be
written as:









(si+1 , · · · , si+t ) = (si , · · · , si+t−1 ) · 








a0=1 a1=0 a2=1 a3=0

0 0

0

1 0 ··· 0
0 1
..
.

0

..
.

..

.

..
.

0 0 ··· 1



a0 


a1 



a2 
 .

.. 
. 



at−1

(2.10)

a4=1 a5=0 a6=0 a7=1

output

s0

s1

s2

s3

s4

s5

s6

s7

Figure 2.2: An 8-bit LFSR at its initial state S0 ={s0 , · · · , s7 } with feedback vector
a0 · · · a7 = 10101001.
Due to the ease of construction from simple electronic circuits, long periods, and
uniformly distributed outputs (cf. [31] for further details), LFSRs are often used as
building blocks for stream ciphers. Although the sequence of LFSR is subject to easy
cryptanalysis due to its high linearity, this problem can be solved by introducing
non-linearity with any of the following techniques:
4
A t-bit LFSR produces a sequence of period 2t −1 (a PN-sequence) if and only if the feedback
polynomial (mod 2) xt +at−1 xt−1 +at−2 xt−2 + · · · + a0 is a primitive polynomial [31].
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1. Non-linear combination of the outputs of two or more LFSRs, e.g., non-linear
filtering generators [32].
2. Irregular clocking of LFSR(s), e.g., shrinking generators [33] constructed with
two LFSRs and self-shrinking generators [34] constructed with a single LFSR.
We will use the latter technique as it requires only one LFSR. Moreover, despite
some analyses (e.g. [35, 36]), there are as yet no results on the cryptanalysis of either
shrinking or self-shrinking generators (see also the comments by the RSA security
laboratory [37]). The only drawback is irregular clocking, namely, the output rate of
those generators is not constant unless precautions (e.g. buffering the output with
a memory) are taken.

2.2.3

Computational Indistinguishability and the Simulation Paradigm

As a concept key to provable security and cryptography, computational indistinguishability [38, Section 3.2.1] is used to describe the similarity of two ensembles
with regard to probabilistic polynomial-time algorithms. An ensemble of the form
X = { Xt }t∈N is a sequence of random variables indexed by N, where N denotes
the set of natural numbers and the length of each Xt is polynomial in t.
Definition 2.1 (Computational Indistinguishability). Two ensembles, X = { Xt
}t∈N and Y = { Yt }t∈N are computationally indistinguishable if for every proba-
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bilistic polynomial-time decision algorithm D, every positive polynomial p(·), and
all sufficiently large t’s, it holds that

| Pr[D(Xt , 1t ) = 1] − Pr[D(Yt , 1t ) = 1] | <

1
p(t)

(2.11)

The simulation paradigm is a basic technique to obtain elegant proofs for the
security of encryption schemes and cryptographic protocols. For example, to prove
that the ciphertext ensemble X generated by an encryption scheme reveals nothing
substantial to polynomial-time adversaries, it suffices to show that there exists an
efficient algorithm such that given only the same security parameter it can produce
ensemble Y which is computationally indistinguishable to X.

2.3

Literature Review

We provide a classification of SCC protocols and the relationships among them,
followed by a literature review and an introduction to our work.

2.3.1

A Taxonomy of SCC Protocols and Their Relations

In the problem of SCC, Alice holds circuit C and input x, and wants Bob to compute
C(x) for her such that sensitive information (SI) is hidden from Bob, where SI can
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be defined as a nonempty subset of

{x, C, IR, C(x)} .

(2.12)

If we denote by P(SI) the SCC protocol capable of hiding SI (and SI only) from
Bob, then there are at most 24 −1 possible types of protocols of P(SI). Due to the
following restrictions:
• SI must contain either x or C or both, namely, {x, C}

T

SI 6= φ, otherwise,

the protocol is not possible as Bob can infer IR and C(x) from x and C.
• If C ∈ SI, then IR ∈ SI. It does not make too much sense that Bob learns
IR without any knowledge of C.
• If C ∈
/ SI and IR ∈
/ SI, then C(x) ∈
/ SI. In most cases, C(x) can be determined by C and IR.
we only consider those meaningful P(SI)’s with their relations to each other shown
in Figure 2.3 which is a directed graph and is justified by Proposition 2.1 and
Proposition 2.2.
Proposition 2.1. If there exists a non-trivial P(SI1 ) and SI2 ⊆ SI1 , then there
exists a non-trivial P(SI2 ) which takes one more round than the P(SI1 ) does.
Proof. P(SI2 ) can be obtained by carrying out P(SI1 ) and then revealing SI1 −SI2
to Bob.

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

21
Proposition 2.2. If there exists a non-trivial P({C, IR}), then there exists a nontrivial P({x, C, IR, C(x)}) which takes the same number of rounds as P({C, IR})
does.
Proof. P({x, C, IR, C(x)}) can be constructed as follows: Alice randomly selects
a pair of encryption and decryption keys (e, d) and prepares a circuit C 0 that takes
Ee (x) as input, decrypts Ee (x) to get x, computes C(x) and produces Ee (C(x)) as
output. Then Alice executes P({C 0 , IR0 }) with Bob and finally decrypts Ee (C(x))
to get C(x).
We note that “ →” is a transitive relation. That is, if in Figure 2.3 there is a
directed path from P(SI1 ) to P(SI2 ), then it holds that P(SI1 )→P(SI2 ).

2.3.2

Circuit Obfuscation (P({C, IR}))

Circuit obfuscation can be viewed as a 2-round P({C, IR}): Alice has circuit C
and input x, and wants Bob to compute C(x) for her in such a manner that Bob
({x})

({x, IR})

({x, C, IR})

({C, IR})

({x, IR, C(x)})

({C, IR, C(x)})

({x, C, IR, C(x)})

Figure 2.3: The protocol relation diagram, where P(SI1 )→P(SI2 ) denotes that the
existence of non-trivial P(SI1 ) implies that of non-trivial P(SI2 ).
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learns nothing substantial about C and IR. Thus, Alice transforms C into a circuit
C 0 , sends C 0 together with x to Bob, and Bob computes and sends C 0 (x) back to
Alice, where C 0 satisfies the following conditions:
1. (function): C 0 computes the same function as C does, i.e., for any valid input
x, it holds that C 0 (x)=C(x).
2. (overhead): Compared with C, C 0 is increased by at most a polynomial factor
in circuit size and depth.
3. (privacy 5 ): For any x, (x, C 0 , IR0 , C 0 (x)) reveals nothing substantial about C
and IR to computationally bounded Bob, where IR and IR0 are respectively
the intermediate results of C and C 0 on input x.
If the above 2-round P({C, IR}) exists, C is obfuscatable. Unfortunately, Barak
et al. [39] have proved that universal circuit obfuscators do not exist, where by
“universal” they do not rule out that some classes of circuits are obfuscable under
cryptographic assumptions [40]. Thus, for most circuits, there does not exist such a
non-trivial 2-round protocol for P({C, IR}).

2.3.3

Computing with Encrypted Data (P({x, IR, C(x)}))

Computing with Encrypted Data (CED) [41] is a 2-round P({x, IR, C(x)}): Alice
has circuit C and input x, and wants Bob to compute C(x) for her such that Bob
5

The privacy condition is equivalent to the black-box property [39]: Anything that can be
efficiently computed from C can be efficiently computed given oracle access to C.
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learns nothing substantial about x, IR and C(x). Therefore, Alice encrypts x to
produce y=Ek (x) and sends y and C to Bob. Bob computes C on y to get C(Ek (x)),
which is then sent back to Alice and decrypted to obtain C(x). Note that here for
brevity C(Ek (x)) is not a rigorous notation as it does not denote the result of feeding
Ek (x) to C, but refers to an encrypted message of C(x). More details about CED
can be found in [41].
If the above 2-round P({x, IR, C(x)}) exists, C is computable with encrypted
data. The major difficulty of CED is how Bob can obliviously obtain Ek (C(x))
from Ek (x) and C without knowing the encryption and decryption keys. It has
been shown that C is computable with encrypted data when C computes a polynomial function and Ek is algebraically homomorphic [24]. Moreover, Abadi, Joan
Feigenbaum and Kilian [41] show that the discrete logarithm problem and the primitive root problem are also computable with encrypted data against unboundedly
powerful Bob. However, it is yet unknown whether or not 2-round P({x, IR, C(x)})
exists for a generic circuit C.

2.3.4

Computing with Encrypted Functions (P ( { C, IR,
C(x) }))

Computing with Encrypted Functions (CEF) [42] is a 2-round P({C, IR, C(x)}):
Alice has a circuit C and wants Bob to compute C(x) for her without revealing
anything substantial more than input x to Bob. Thus, Alice encrypts C and sends

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

24
to Bob Ek (C) and x. Bob computes Ek (C) on x to get Ek (C(x)), which is then sent
back to Alice and decrypted to obtain C(x).
If the above 2-round P({C, IR, C(x)}) exists, C is CEF computable. Sander and
Tschudin [43] show that polynomial functions are CEF computable by using additive
PH, where polynomials are hidden by encrypting their coefficients and only their
orders are revealed to Bob. Inspired by the McEliee public-key cryptosystem [44],
Loureiro [45] propose a CEF protocol for generic circuits, but it is not practical as
the size of encrypted circuit blows up exponentially. To the best of our knowledge,
no efficient P({C, IR, C(x)}) has been proposed.

2.3.5

Yao’s Two-party Computation Protocol (P({x, IR}))

Yao’s secure two-party computation protocol [46] can be loosely regarded as a variant of multiple-round P({x, IR}): Alice and Bob with their private inputs x and y
respectively, want to compute C(x, y) for a publicly known circuit C without disclosing their private inputs to each other. Thus, Alice sends to Bob the encrypted
format of C and x, namely Ek (C) and Ek (x). Bob then executes a number of 1out-of-2 oblivious transfers (OTs) [47, 48] in parallel with Alice such that Bob gets
y encrypted without revealing y to Alice. Finally, Bob computes Ek (C) on Ek (x)
and Ek (y) to get Ek (C(x,y)), which is decrypted by Alice to obtain C(x,y).
We use RSA encryption as an example that how a 1-out-of-2 OT can be constructed. Alice have two messages m0 and m1 and Bob has a bit b. Bob wants to
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learn mb without disclosing b to Alice while Alice wants to ensure that Bob learns
only one message (mb ). Thus, they engage in the following steps:
1. Alice prepares RSA parameters: modulus N , public key e, and private key d,
picks two random messages r0 and r1 , and sends N , e, r0 , and r1 to Bob.
2. Bob chooses a random message r, encrypts it, and sends Ee (r)+rb to Alice.
3. Alice decrypts Ee (r) + rb − r0 and Ee (r) + rb − r1 respectively and sends
Dd (Ee (r) + rb − r0 ) + m0 and Dd (Ee (r) + rb − r1 ) + m1 to Bob.
4. Bob knows which message he wants (b) and subtracts it with r to obtain mb .
If Alice and Bob are both semi-honest, the above protocol is constant-round as
required by OT. Otherwise, it may take more rounds since zero knowledge proof is
needed to force honest behaviors. Goldreich, Micali and Wigderson [49] improved the
protocol by detailing how to do circuit encryption and extending it to the multi-party
case. Yao’s protocol is applicable to generic circuits and, if properly constructed, can
be proved to be computationally secure [50, 7]. However, it has some limitations such
as non-reusable keys and information disclosure of C, which reduce its practicability
(see the detailed discussion in Chapter 3).

2.3.6

Our Work (P({x, C, IR, C(x)}))

As surveyed in this chapter, existing protocols are either restricted to certain classes
of circuits or not efficient or private enough. In this thesis, we concentrate on a
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2-round P({x, C, IR, C(x)}): Alice has a circuit C and wants Bob to compute
C(x) for her without revealing Bob anything substantial. Thus, Alice encrypts C
and x and sends to Bob Ek (C) and Ek (x). Bob computes Ek (C) on Ek (x) to get
Ek (C(x)), which is then sent back to Alice and decrypted to obtain C(x). By
Proposition 2.1, if such a protocol exist, then it implies other protocols that hide
any partial information regarding the computation by appending one more round.

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

Chapter 3
A One-time-use SCC Protocol for
P({x, C, IR, C(x)})
In this chapter, we construct a protocol for P({x, C, IR, C(x)} with garbled circuits
(in combination with a simple CTO technique) and prove that it is computationally
secure as long as C is computed on only one input x under each encryption key.
The protocol can be used to help weak-power devices to utilize external computing
power in such a private way that nothing substantial is disclosed. For a complicated
problem, it is not feasible to construct the corresponding circuit by hand, so we
detail in Appendix A how we design a compiler that takes user-written C-style code
as input and generates a Boolean circuit computing the same function.

27
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3.1

Protocol Preparation

3.1.1

Application Scenario of the One-time-use Protocol

Modern smart cards can do basic cryptographic computation such as 3DES, AES or
even RSA with cryptographic co-processors. However, they lack powerful processors
and sufficient memory for more advanced applications. For example, some smart
cards are using fingerprint verification to authenticate their cardholders as it is safer
than the traditional personal identification number (PIN) verification due to the fact
that fingerprints are distinctive and can hardly be borrowed. However, unlike PIN
verification, fingerprint verification involves fingerprint image processing, which is
computationally intensive and hence it cannot totally be done on smart cards. In
general, there are three ways to achieve a fingerprint verification:
1. Match-off-card (a.k.a. template-on-card). A fingerprint image is prestored (during the enrollment phase) on the smart card as a template. During
the verification, a powerful workstation samples the fingerprint of the cardholder and compares it against the template, which is read from the smart
card.
2. Match-on-card [51]. During the verification, a workstation scans the fingerprint of the cardholder and conducts heavy pre-processing work on it to
produce a compact format (called minutiae). Then the compact data is sent
to the smart card, where the matching is performed between it and the tem-
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plate.
3. System-on-card [52]. A smart card is integrated with a fingerprint scanner
and is powerful enough to perform the fingerprint verification all by itself.
In terms of privacy, system-on-card would be optimal but currently only prototypes
are available and none of them meets the requirements of the ISO specification [53],
namely thickness and torsion tests. Both match-off-card and match-on-card assume
a workstation willing to provide computing service, which leads to a potential privacy breach. That is, in the match-off-card scenario, the workstation knows the
template of the cardholder as it is required for the verification. Match-on-card is
more secure than match-off-card in that the template never goes to the workstation.
Nevertheless, the workstation can still learn information regarding the template
indirectly by storing those samples that successfully match the template.
Therefore, under some circumstances, weak-power devices have to utilize external
computing power at the cost of their privacy. The scenario can be described as
follows: Alice, a weak-power device (e.g. a smart card), has a private program p.
When roaming around the neighborhood, she would capture some private input x
but has to ask her neighbor Bob to compute p(x). In addition, before leaving home,
Alice could let her home PC to do some intensive pre-computation, e.g., to transform
p into circuit C (to invoke an SCC protocol). Note that the PC cannot be easily
carried away due to its size and weight, neither can it compute p(x) in advance since
x is obtained after Alice leaves home. Given that Bob can be semi-honest or even
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malicious, how can an SCC protocol be carried out such that Alice obtains p(x)
correctly while Bob learns nothing substantial?

3.1.2

Transforming Programs into Boolean Circuits

The most significant difference between programs and circuits, in terms of computability, is that programs support variable-length inputs and outputs whereas
circuits deal with only fixed-length inputs and outputs. In other words, to simulate a generic program p that takes arbitrary-length inputs, we need a family of
circuits {Cn }n∈N , where each Cn takes n-bit inputs. Nevertheless, in practice, many
programs only deal with fixed-length inputs to produce fixed-length outputs. For
example, a fingerprint verification program takes as input a fingerprint image of
fixed resolution and gray-scale depth, compares it with the template, and produces
a 1-bit output indicating whether the matching is successful or not. Thus, we assume
hereafter that program p only takes fixed-length inputs and outputs.
Informally, a program is a sequence of instructions that can be executed on a
computing device. According to the von Neumann architecture (the most prevailing
computer architecture), a computing device consists of a register (accumulator), a
memory and a CPU that can perform the following instructions [54]:
• Load. Copy the value of a memory location to the register.
• Store. Store the value of the register to a memory location.
• Add. Perform addition and store the sum into the register.
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• Complement. Flip the value of the register.
• Jump. Perform an unconditional branching.
• JumpZ. Perform a conditional branching based on the value of the register.
• Halt. Halt the execution of the program.
Present computers may have some enhanced instructions (e.g. subtraction, multiplication and division) and more registers to facilitate execution, but the instructions
listed above are sufficient in the sense that they can efficiently simulate any other
instruction. We establish the possibility of transforming polynomial-time programs
into polynomial-size circuits with the following two steps:
1. A program is polynomial-time computable if there is a polynomial poly such
that for any n-bit input, it will halt within poly(n) instructions. It has been
shown that each of the above instructions can be simulated by a Turing machine in polynomial steps and consequently problems solvable by a (fixedlength-input-output) polynomial-time program can also be solved by a Turing
machine in polynomial time [54, Theorem 1.3].
2. Every polynomial-time Turing machine running on n-bit inputs can be simulated by a poly(n)-size Boolean circuit [55]. Note that a program can take
inputs of various lengths whereas a Boolean circuit only takes fixed-length
inputs. Thus, a polynomial-time program would functionally equivalent to a
family of Boolean circuits with size being polynomial in the problem size (i.e.
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input length n). For example, the computation time of a program that bubble
sorts n/8 8-bit-long integers shall be of order O(n2 ) and accordingly there are
a family of O(n2 )-size Boolean circuits {Cn }n/8∈N , where each Cn takes n/8
8-bit-long integers and produces the sorted integers as output.
Although theoretically possible, we still need an automated tool to facilitate
the conversion of polynomial-time programs to polynomial-size circuits. Malkhi et
al. [56] have implemented a compiler that inputs programs and outputs corresponding Boolean circuits, where the programs are written in C-style code except the
following major differences:
• Integers can be declared as any bit long (10-bit, 50-bit, 100-bit etc.). This
is different from most programming languages which have pre-defined length
(e.g. 16-bit and 32-bit) for integers.
• No pointers and variable array indexes are allowed.
• The ‘‘for” statement (e.g. ‘‘for i = c1 to c2 do”) should have a predictable (at
compile time) number of iterations (i.e. c2−c1 is a constant).
As detailed in Appendix A, we develop a compiler independently and our compiler is
more powerful than Malkhi et al’s in that it supports advanced arithmetic operations
(e.g. multiplication, truncating division, rounding division and modular arithmetic)
and statements (e.g. the ‘‘Switch” statement). Such a compiler is sufficient for most
polynomial-time programs because we can find an upper bound (i.e. the worst case)
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for a loop whose number of iterations cannot be determined at compile time. For
example, Figure 3.1.a is the C code for the bubble sort problem, where variable
HaveSwapped is used to prevent redundant loops and improve efficiency. Our code,
as shown in Figure 3.1.b, cannot use HaveSwapped as the compiler does not allow
‘‘break”, which is unpredictable at compile time. In addition, we also use Ai instead
of A[i]. Thus, we cannot index A by changing the value of i, which means that the
two loops in Figure 3.1.b are macros and will be unrolled by the compiler. Table 3.1
illustrates the numbers of Boolean gates needed to simulate basic operations between
two operands. For a polynomial-time program, the number of basic operations
after unrolling all loops is a polynomial poly (in input length) and the number of
gates needed for each basic operation is also bounded by another polynomial poly 0
(see Table 3.1). Therefore, the resulting Boolean circuit is polynomial-size (i.e.
poly×poly 0 ). For instance, after unrolling the two loops in Figure 3.1.b, we have

(n − 1) + (n − 2) + · · · + 1 = (n − 1)n/2

(3.1)

code blocks with each block simulated by

1 + (4L − 3) + 3 × L = 7L − 2

(3.2)

gates. Thus, the number of gates in the corresponding circuit is no more than
(7/2)·n2 L. As the length of the program input (i.e., A0 , · · · , An−1 ) is n·L, it follows
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that (7/2)·n2 L is a polynomial in n·L.
for (int j = 1; j < n; j++){
HaveSwapped=FALSE;
for (int i = 0; i < níj; i++){
if (A[i] > A[i+1]){
swap(A[i], A[i+1]);
HaveSwapped = TRUE;
}
}
if(HaveSwapped==FALSE) break;
}
(a)

\\ these two loops
need to be unrolled
for (int j = 1; j < n; j++)
for (int i = 0; i < níj; i++)
if (Ai > Ai+1){ //swap
tmp=Ai;
Ai=Ai+1;
Ai+1=tmp;
}
(b)

Figure 3.1: (a) Bubble sort in C code. (b) Bubble sort in C-style code for our
compiler.

Table 3.1: Numbers of gates (generated by our compiler) to simulate basic operations
between L-bit-long operands A and B in cases of fan-in bounded by 2 and that
bounded by 3.
operation
A±B (addition / substraction)
A×B (multiplication)
A&B, A|B, A⊕B (bitwise operation)
A:=B (value assignment within “IF”)
A>B, A≥B, A<B, A≤B (comparison)
A=B, A6=B (comparison)
entering an “IF” block

3.2

no. of gates
with fan-in upper
bounded by 2
5L−3
2
6L −8L+3
L
3L
4L−3
2L−1
1

no. of gates
with fan-in upper
bounded by 3
2L
3L2
L
L
L
L
1

A Preliminary One-time-use SCC Protocol

Now that we can produce circuits with a dedicated compiler, it remains to introduce
the one-time-use protocol that enables secure computation of Boolean circuits. In
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this section, we present a preliminary protocol constructed with Yao’s garbled circuits. As Yao gave no detail on the construction, Goldreich et al. [49], Rogaway [50],
Beaver [57], Naor et al. [58] and Lindell et al. [59] each proposed a “garbled circuit
construction” variant, but only Rogaway and Lindell et al. gave rigorous

1

proofs

for the security. We propose a garbled circuit construction method based on PRGs
and prove that only the topology of C (i.e. T (C)) is revealed to Bob.

3.2.1

An Overview of the Preliminary Protocol

The protocol can be summarized as follows:
Protocol 3.1 (The preliminary SCC protocol).
1. (Pre-computation): On behalf of Alice, Alice’s home PC randomly selects a
key k, garbles C to get Ek (C) and produces the corresponding input encryption
and output decryption table T ab, where T ab will be securely stored by Alice and
Ek (C) is revealed to Bob.
2. (Secure Computation): When roaming round the neighborhood, Alice gets x,
encrypts it (by looking it up in T ab) and sends the encrypted input Ek (x) to
Bob. Bob computes Ek (C) on Ek (x) to obtain Ek (C(x)).
3. (Result Validation): Upon receiving Ek (C(x)) from Bob, Alice checks the genuineness (i.e. whether Bob cheats or not) of the result and decrypts it to get
C(x), which are done with the aid of T ab.
1

Tate and Xu claimed that Rogaway’s construction and proof are slightly flawed [60].
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The above can be viewed as a 2-round protocol if Ek (C) and Ek (x) are sent to
Bob as a single message.

3.2.2

Pre-computation

For an n-input-s-gate-1-output circuit C encoded as (see Section 2.1.2 for detailed
encoding scheme)

(n, s, 1), (a1 , b1 , gn+1 ), (a2 , b2 , gn+2 ), · · · , (as , bs , gn+s ) ,

(3.3)

Alice’s home PC uniformly and randomly selects a string

0
1
0
1
k = W10 W11 c1 W20 W21 c2 · · · Wn+s−1
Wn+s−1
cn+s−1 Wn+s
Wn+s

(3.4)

from {0,1}|k| , where for 1≤i≤n (resp., n+1≤i<n+s) Wi0 Wi1 ci corresponds to input
0
1
(resp., intermediate-gate) node i, Wn+s
Wn+s
is with the last gate node carrying the

output, for 1≤i<n+s and 0≤b≤1, |Wib |=f oi ×t, |ci |=f oi (cn+s is empty as f on+s =0),
b
|Wn+s
|=t, f oi is the fan-out of node i and t is the security parameter. For each gn+i

(1≤i≤s) represented using truth table [gn+i (0,0), gn+i (0,1), gn+i (1,0), gn+i (1,1)], its
truth table is first transformed into

g

n+i
[Wn+i

(0,0)

gn+i (0,0)

g

n+i
· cn+i , Wn+i

(0,1)

gn+i (0,1)

g

n+i
· cn+i , Wn+i

(1,0)

gn+i (1,0)

g

n+i
· cn+i , Wn+i

(1,1)

gn+i (1,1)

· cn+i ] ,
(3.5)
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b

where “·” denotes string concatenation and cn+i denotes a flipped string obtained
by XORing every bit of string cn+i with bit b. Suppose that gate gn+i is the p-th
(1≤p≤f oai ) gate that takes node ai as input and the q-th (1≤q≤f obi ) gate that
takes node bi as input, then the above table (see (3.5)) is further encrypted and
permuted using (Wa0i [p],Wa1i [p],cai [p]) and (Wb0i [q],Wb1i [q],cbi [q]), where W [j] denotes
the j-th t-bit-substring of W and c[j] is the j-th bit of c. The encryption is done by
g

n+i
XORing each Wn+i

(α,β)

gn+i (α,β)

· cn+i

in (3.5) with Xcαb

i

β
[q]⊕β ⊕Ycai [p]⊕α ,

where

G(Waαi [p]) = x1 ...xf oi (1+t) xf oi (1+t)+1 ...xf oi (2+2t) ,
{z
} |
{z
}
|
X0α

G(Wbβi [q])

X1α

(3.6)

= y1 ...yf oi (1+t) yf oi (1+t)+1 ...yf oi (2+2t) ,
|
{z
} |
{z
}
Y0β

Y1β

0≤ α, β ≤1, and G is a PRG function. After encryption, permute the resulting table
as follows:

0

0

0

0

0

0

0

0

[W00 , W01 , W10 , W11 ] → [Wπi (0,0) , Wπi (0,1) , Wπi (1,0) , Wπi (1,1) ] ,

(3.7)

where πi (α, β)=(α⊕cai [p])·(β⊕cbi [q]). In this way, the truth table of gn+i is garbled
(i.e. encrypted and permuted) and we denote the garbled table by Ek (gn+i ). Finally,
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Alice sends the encrypted circuit

Ek (C) = (n, s, 1), (a1 , b1 , Ek (gn+1 )), (a2 , b2 , Ek (gn+2 )), · · · , (as , bs , Ek (gn+s ))
(3.8)
to Bob, and stores the input encryption and output decryption table

0
1
T ab = W10 W11 c1 W20 W21 c2 · · · Wn0 Wn1 cn Wn+s
Wn+s

(3.9)

by herself.

3.2.3

Secure Computation and Result Validation

When outside, Alice captures x=v1 · · · vn , encrypts it by looking it up in T ab and
v1

vn

sends Ek (x)=W1v1 c1 · · · Wnvn cn to Bob. Upon receiving Ek (x), Bob computes Ek (C)
vai

vbi

as follows: For each gate gn+i (1≤i≤s), Bob picks out the cai [p]·cbi [q]-th (00-th
is the first, 01-th is the second and so on) item from Ek (gn+i ), XORs it with
vb

va

gn+i (vai ,vbi ) gn+i (vai ,vbi )
· cn+i ,

(Xcb i[q]⊕vb ⊕Yca i[p]⊕va ) to obtain Wn+i
i

i

cai [p]⊕vai ,

i

vbi
cbi [q]

i

vai

where we note that cai [p] =

= cbi [q]⊕vbi and vn+i = gn+i (vai , vbi ). Finally, Bob sends the result

v

n+s
0
1
Wn+s
to Alice. Alice compares it against Wn+s
Wn+s
to determine whether vn+s =0,

or vn+s =1, or that Bob cheats.
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3.2.4

Proofs for the Security of the Protocol

Loosely speaking, the protocol is computationally secure against Bob if it meets the
following conditions:
1. (correctness): In the semi-honest adversarial model, Alice correctly obtains
the result after executing the protocol with Bob.
2. (privacy with respect to semi-honest Bob): In the semi-honest adversarial
model, Bob learns nothing substantial from the protocol transcript.
3. (privacy with respect to malicious Bob): If Bob deviates from the protocol by
sending Alice a fake result, then Alice can detect it with a probability only
negligibly less than 1.
Theorem 3.1 (correctness with respect to semi-honest behavior). Let C be the
circuit to be computed and x be its input, then the preliminary SCC protocol (Protocol 3.1) correctly computes C and x in the semi-honest model.
Proof. In the semi-honest model, neither party deviates from the described protocol.
Hence, it suffices to prove the correctness of computing Ek (C). For each gate gn+i
(1≤i≤s), the r·s-th item of Ek (gn+i ) is

cai [p]⊕r

Xs

cbi [q]⊕s

⊕ Yr

gn+i (cai [p]⊕r,cbi [q]⊕s)

⊕ (Wn+i

·

gn+i (cai [p]⊕r,cbi [q]⊕s)
cn+i
)

.

(3.10)

According to the protocol, Bob will pick out the (cai [p]⊕vai )·(cbi [q]⊕vbi )-th item
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vb

va

from Ek (gn+i ) and XOR it with Xcb i[q]⊕vb ⊕Yca i[p]⊕va . Since the following equation
i

i

i

i

holds when r=cai [p]⊕vai and s=cbi [q]⊕vbi ,

cai [p]⊕r

Xs

cbi [q]⊕s

⊕ Yr

i

gn+i (vai ,vbi ) gn+i (vai ,vbi )
· cn+i .

the resulting value is Wn+i

g

vb

va

= Xcb i[q]⊕vb ⊕ Yca i[p]⊕va .

n+s
pute each gate to produce output Wn+s

(vas ,vbs )

i

i

i

(3.11)

Therefore, Bob can correctly com, which is decrypted by Alice to get

C(x)=vn+s =gn+s (vas , vbs ).
As Bob receives Ek (C) and Ek (x), the protocol is not able to hide the circuit
topology T (C) from him. Thus, we define the privacy in the semi-honest model as
in Definition 3.1 (see its analogue in [7, Definition 7.2.1]).
Definition 3.1 (privacy with respect to semi-honest behavior). Let C be the circuit
to be computed and x be its input, denote by V IEWC,x the view of Bob during execution of the preliminary protocol (Protocol 3.1) on C and x , then Bob learns nothing
substantial other than T (C) if there exists a probabilistic polynomial-time algorithm
(PPT) S such that the following two ensembles indexed by security parameter t are
computationally indistinguishable, namely

c

{S( T (C) )}t∈N ≡ {V IEWC,x }t∈N ,

(3.12)
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where

v1

vn

V IEWC,x = (Ek (C), Ek (x)) = (T (C), Ek (gn+1 ), · · · , Ek (gn+s ), W1v1 c1 , · · · , Wnvn cn ).
(3.13)
Note that in each Ek (gn+i ) with 1≤i≤s, there are four encrypted items but only
vai

vbi

one (i.e. the cai [p]·cbi [q]-th) is selected and decrypted by Bob during the protocol
execution. We call the selected item on-path and the other three off-path. Similarly,
for each input bit, there are two strings that represent 0 and 1 respectively, and the
one representing the value of the input bit is called on-path input string and the
other off-path.
0
Lemma 3.1. If we replace every Ek (gn+i ) (1≤i≤s) in V IEWC,x with Ek (gn+i
) to

produce

v1

vn

0
0
V IEW 0 = (T (C), Ek (gn+1
), · · · , Ek (gn+s
), W1v1 c1 , · · · , Wnvn cn ).

(3.14)

0
where each Ek (gn+i
) is constructed by replacing all the three off-path items with

uniformly distributed random strings of the same length, then the following ensembles
are computationally indistinguishable, namely

c

{V IEW 0 }t∈N ≡ {V IEWC,x }t∈N

assuming the existence of PRGs.

(3.15)
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Proof. We construct a hybrid walk (see similar techniques in [50, 60]) for the above
equality:

{V IEW 0 }t∈N = {V IEW00 }t∈N →{V IEW10 }t∈N →· · ·→{V IEWs0 }t∈N = {V IEWC,x }t∈N
(3.16)
where V IEWj0 (0≤j≤s) is defined as

v1

vn

0
0
(T (C), Ek (gn+1
), · · · , Ek (gn+s−j
), Ek (gn+s−j+1 ), · · · , Ek (gn+s ), W1v1 c1 , · · · , Wnvn cn ).

(3.17)
For contradiction, we assume that (3.15) does not hold. Then, due to the transitivity of computational indistinguishability [50, Proposition 4.2.1], there is at
least one discontinuous point in the constructed walk such that {V IEWh0 }t∈N and
0
{V IEWh+1
}t∈N (0≤h≤s−1) are polynomial-time distinguishable. By definition,
0
0
V IEWh+1
differs to V IEWh0 only in that Ek (gn+s−h ) is replaced by Ek (gn+s−h
).

Without loss of generality 2 , we assume that gn+s−h is an XOR gate, cas−h [p]=1,
vas−h =0, cbs−h [q]=0 and vbs−h =1, then the difference between Ek ( gn+s−h ) and Ek (
0
gn+s−h
) can be tabulated as in Table 3.2. By the definition of PRG, the ensembles
0
{Ek (gn+s−h )}t∈N and {Ek (gn+s−h
)}t∈N are computationally indistinguishable. The

random seeds producing X01 , X11 , Y00 and Y10 either reside in the off-path items of
gates preceding gn+s−h or are off-path input strings not revealed to Bob. In addition,
2

The function of gn+s−h and the values of cas−h , vas−h , cbs−h and vbs−h have no effect on proving
the lemma.
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0
for both V IEWh+1
and V IEWh0 , all the off-path items of gates preceding gn+s−h

have been replaced with uniformly random strings. Therefore, none of X01 , X11 , Y00
0
and Y10 is correlated with any other part of V IEWh+1
and V IEWh0 , and it follows
0
that {V IEWh0 }t∈N and {V IEWh+1
}t∈N are also computationally indistinguishable,

which is a contradiction.
0
Table 3.2: A comparison between Ek (gn+s−h ) and Ek (gn+s−h
).

Item index

Ek (gn+s−h )

0
Ek (gn+s−h
)

00

uniform random string

1
X01 ⊕ Y00 ⊕ (Wn+s−h
· cn+s−h )

01

uniform random string

0
X11 ⊕ Y01 ⊕ (Wn+s−h
· cn+s−h )

10

uniform random string

0
X00 ⊕ Y10 ⊕ (Wn+s−h
· cn+s−h )

11

1
X10 ⊕ Y11 ⊕ (Wn+s−h
· cn+s−h )

1
0
0

1

1

1
X10 ⊕ Y11 ⊕ (Wn+s−h
· cn+s−h )

Lemma 3.2. There exists a PPT S such that the following two ensembles are identically distributed, namely

{S( T (C) )}t∈N ≡ {V IEW 0 }t∈N .

v1

(3.18)

vn

0
0
Proof. With T (C), S can simulate W1v1 c1 ,· · · ,Wnvn cn , Ek (gn+1
),· · · ,Ek (gn+s
) as fol-

lows: For each 1≤i≤n+s, it produces a uniformly distributed random string pair
vi

(Wi0 , c0i ) with |Wi0 |=|Wivi | and |c0i |=| ci |. For each 1≤i≤s, simulate the on-path item
0
(i.e. the c0ai [p]·c0bi [q]-th) of Ek (gn+i
) with Xc0b

i

0
0
[q] ⊕Yc0ai [p] ⊕(Wn+i ·cn+i )

and other three

off-path items with uniformly distributed random strings of the same length. As
vi

each Wi0 ·c0i is identically distributed to Wivi ci and the on-path items are simulated
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analogously, the conclusion follows.
Theorem 3.2 (privacy with respect to semi-honest behavior). Let C be the circuit to
be computed and x be its input, assume that Bob is semi-honest and computationally
bounded, then for any x and C, the execution of the preliminary protocol (Protocol 3.1) reveals nothing substantial other than T (C) to Bob assuming the existence
of PRGs.
Proof. With Definition 3.1, Lemma 3.1 and Lemma 3.2, the conclusion is straightforward.

Theorem 3.3 (privacy with respect to malicious behavior). Let C be the circuit to
be computed and x be its input, assume that Bob cheats Alice by feeding her a fake
result during the execution of Protocol 3.1, then for every positive polynomial p(·)
and all sufficiently large t’s, it holds that

Pr[Alice detects cheating] > 1 −

1
p(t)

(3.19)

assuming the existence of PRGs.
0
1
Proof. As Alice will verify the result by comparing it against Wn+s
and Wn+s
, the
v

n+s
cheating is successful only if Bob can give Alice Wn+s

⊕1

v

n+s
instead of Wn+s
. Due to

Theorem 3.3, Bob learns only T (C) during the protocol execution and the probav

n+s
bility of faking Wn+s

⊕1

is 1/2t , namely, the conclusion holds.
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3.3

An Improved SCC Protocol with Enhanced
Privacy

We have presented an SCC protocol that hides everything but T (C) from computationally bounded Bob. In this section, we show that T (C) may also reveal sensitive
information and we improve the protocol by introducing CTO.

3.3.1

Information Disclosure Due to T (C)

In some cases, T (C) carries sensitive information and may even reveal C, intermediate results and C(x). Let us see a simple example: C computes such a function
that takes a 3-bit unsigned integer x as input, compares it against y and outputs 1
iff x>y (otherwise 0), where y is also a 3-bit unsigned integer hardwired in C as a
constant. Assume that Bob has a prior knowledge of C except for the value of y,
and that the binary representations of x and y are x3 x2 x1 and y3 y2 y1 respectively
with x3 and y3 the most significant bits, then, as shown in Table 3.3, T (C) differs
when y changes. If y is even, C has two gates, otherwise, it needs at most one gate.
Thus, if Bob finds that C has only one gate, he can infer that y is an odd integer
(i.e. y1 =1).
A solution is to obfuscate C such that the resulting C 0 computes the same function as C does while T (C 0 ) is independent of the internal private template y. For
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instance, we obfuscate the circuit C in Table 3.3 into C 0 as follows:

inputs: v10 = x1 , v20 = x2 , v30 = x3
v40 = g4 (v10 , v20 ) : [0, y¯2 , y¯2 ∧ y¯1 , y¯2 ∨ y¯1 ]

(3.20)

v50 = g5 (v30 , v40 ) : [0, y¯3 , y¯3 , 1]
output: v50
where gate functions are represented using truth tables. The obfuscated circuit C 0
outputs 1 iff x3 x2 x1 > y3 y2 y1 as we can verify that v40 =1 iff x2 x1 > y2 y1 , and that
v50 =1 iff (x3 >y3 ) or (x3 =y3 and v40 =1).

3.3.2

A Simple CTO Technique

In the previous section, we illustrated an example of obfuscation that makes the
circuit topology reveal nothing regarding the internal private template y, but in a
more general case, it may be hard to formalize which information is private. Thus,
we define CTO with Definition 3.2, which makes the circuit topology leak nothing
substantial.
Table 3.3: Logic of circuit C for different y hardwired in it, where C takes x as input
and outputs 1 iff x>y.
y=y3 y2 y1
000
001
010
011

C(x)
x3 ∨(x2 ∨x1 )
x3 ∨x2
x3 ∨(x2 ∧x1 )
x3

y=y3 y2 y1
100
101
110
111

C(x)
x3 ∧(x2 ∨x1 )
x3 ∧x2
x3 ∧(x2 ∧x1 )
0
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Definition 3.2 (Circuit Topology Obfuscation). Circuit C 0 has an obfuscated circuit
topology of C if the following conditions hold:
1. Correctness. C and C 0 have the same input length (i.e. n) and output length
(i.e. 1) and for any valid input x ∈ {0,1}n , C(x)=C 0 (x) holds.
2. Privacy. The circuit topology of C 0 , namely

T (C 0 ) = ((n, s0 , 1), (a01 , b01 ), (a02 , b02 ), · · · , (a0s0 , b0s0 ))

(3.21)

reveals only (n,s0 ,1) or (n,s0 ,d0 ,1) in an information-theoretic sense, namely,
there exists a polynomial-time algorithm such that given any (n, s0 , 1) or (n,
s0 , d0 , 1) it produces T (C 0 ) efficiently. s0 and d0 are the size and depth of
circuit C 0 respectively.
Now we introduce a simple CTO technique only for demonstration of its possibility, and we will present more efficient and complicated ones in Chapter 4.
Initially, denote the n inputs of the obfuscated circuit C 0 by v10 , · · · , vn0 , where
for each 1≤j≤n, vj0 corresponds to vj (the result of the j-th node in C). Then, C
0
is obfuscated by induction, namely, suppose that we have v10 , · · · , vn+i
with 0≤i<s
0
and vj0 =vj for all 1≤j≤n+i, we generate a subcircuit SCn+i that takes v10 , · · · , vn+i

as input and produces output

0
vn+i+1
= vn+i+1 = gn+i+1 (vai+1 , vbi+1 ) .

(3.22)
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0
Finally, concatenate all the generated subcircuits to produce C 0 with vn+s
as the
0
output. As we have not numbered the nodes in the sub-circuits, vn+i
is used only

for correspondence with vn+i .
Now we describe the construction of each SCu . As shown in Figure 3.2, the circuit topology of SCu is a balanced binary tree, where leaf nodes take v10 through vu0
0
as inputs, root node outputs vu+1
=gu+1 (va0 u+1 ,vb0 u+1 ), and each level holds the maxi-

mal number of nodes except that the highest level keeps its nodes aligned to the left.
Two connected paths (e.g., the highlighted paths in Figure 3.2), from respectively
0
wire va0 u+1 and wire vb0 u+1 to wire vu+1
, will converge at some node (root node in the

worst case), which we call the convergence node. Thus, we assign function gu+1 to
the gate that corresponds to the convergence node (e.g., node 2 in Figure 3.2), and
assign degenerate functions to the other on-path gates (e.g., nodes numbered 1, 4,
5, 9, 11, 18, 22 in Figure 3.2) such that the output is equal to the on-path incoming
wire (e.g., the output of gate node 1 is equal to its left child), and assign arbitrary
functions to the rest of the gates.

Correctness. The correctness of obfuscation is implied by that of the subcircuit
SCu . That is, the values of va0 u+1 and vb0 u+1 are copied all the way to the convergence
0
0
is copied
node, where the function vu+1
=gu+1 (va0 u+1 ,vb0 u+1 ) is computed and vu+1

to the root node and produced as the output of SCu . Thus, vj0 =vj holds for all
1≤j≤n+s.
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Overhead. As SCu has size u−1 and depth dlog2 ue, the circuit size of C 0 is

0

s =

n+s−1
X

(u − 1) =

u=n

(n − 1 + n + s − 2)·s
2

(3.23)

and its depth is
n+s−1
P
u=n

n+s
P

dlog2 ue <

u=1

dlog2 ue ≤

dlog2P
(n+s)e

j2j−1

j=1

(3.24)

≈ (n + s) log2 (n + s) .
Thus, for an n-input-s-gate circuit C with s À n, the obfuscated circuit C 0 has size
s2 /2 and depth s·log2 s.

Privacy. By Definition 3.2, we give the proof by showing that T (C 0 ) can be efv '27
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Figure 3.2: An example of how to construct SCu with u=26, au+1 =5, bu+1 =14, and
0
vu+1
=gu+1 (va0 u+1 ,vb0 u+1 ).

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

50
ficiently computed from (n, s0 , 1). First, we obtain s from n, s0 and (3.23). Then,
for each u ∈ {n, · · · , n+s−1}, we compute T (SCu ) from u and concatenate T (SCn ),
T (SCn+1 ), · · · , T (SCn+s−1 ) to obtain T (C 0 ). Note that T (SCu ) is fully determined
by u since T (SCu ) is a balanced binary tree with the nodes on the highest level
aligned to the left.

3.3.3

The Improved Protocol

Protocol 3.2 (The improved SCC protocol). Alice obfuscates C using a CTO algorithm to produce C 0 and then engages with Bob in Protocol 3.1 on x and C 0 .
Theorem 3.4 (correctness and privacy). Let C be the circuit to be computed and
x be its input, and assume that PRGs exist, then the improved SCC protocol (Protocol 3.2) correctly and privately (without revealing anything substantial to Bob)
computes C in the semi-honest model, and if Bob cheats Alice by feeding her a fake
result, then for every positive polynomial p(·) and all sufficiently large t’s, it holds
that
Pr[Alice detects cheating] > 1 −

1
.
p(t)

(3.25)

Proof. The simple CTO algorithm produces C 0 as an obfuscated version of C in
the sense of Definition 3.2. According to Theorem 3.1, the protocol can correctly
compute C 0 (x) which is equal to C(x) by Definition 3.2. Due to Theorem 3.2, only
T (C 0 ) is revealed to semi-honest Bob and by Definition 3.2 T (C 0 ) discloses nothing
more then (n,s0 ,d0 ,1). According to Theorem 3.3, the protocol also defeats malicious
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Bob. Therefore, the conclusion follows.

3.4

Summary of the Chapter

We have shown how to construct one-time-use SCC protocols that help weak-power
device Alice utilize untrustworthy Bob’s computing power. Alice has to store T ab
for input encryption and output decryption which occupies a storage space of

2t +

Xn

i=1

(2t + 1)f oi < F (2t + 1)(n + 1)

(3.26)

bits, where F is the maximal fan-out of the input nodes. Considering today’s cheap
cost of storage, the amount is not large and it does not depend on the circuit size.
As Bob computes an encrypted circuit instead of a plain one, there is an overhead
factor
O(1)×rC 0 /C ×poly(t)

(3.27)

where O(1) is a constant, rC 0 /C denotes the circuit size ratio of C 0 to C in case of
sequential computation and the circuit depth ratio of C 0 to C if circuit is computed
in parallel, and poly(t) is the number of steps for PRG G to generate a masking string
for decryption, which is a polynomial in t by definition. Recall that Alice cannot
know x in advance and hence her home PC cannot compute C(x) for her. In this
sense, the overhead factor is reasonable if we can find more efficient CTO algorithms
to minimize rC 0 /C (refer to the depth-efficient and size-efficient CTO algorithms in
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Chapter 4).
Despite the provable security, Protocol 3.1 and Protocol 3.2 still have a major
weakness, namely, for each encryption key k, the corresponding Ek (C) can be computed on only one instance of x, otherwise, the privacy results do not hold. For
example, suppose that Bob computes Ek (C) on two different inputs v1 · · · vn and
v10 · · · vn0 , then Bob is able to find the correlation between each pair of vi and vi0 ,
namely,
vi ⊕ v 0 i =

½ 0,

1,

0

if Wivi and Wiv i are identical

(3.28)

otherwise

Such correlations exist not only for i ∈ {1, · · · , n}, but also for i ∈ {n+1, · · · ,
n+s}. Therefore, both Protocol 3.1 and Protocol 3.2 are one-time-use. If Alice
needs to compute C on two different inputs, we should invoke the protocol twice
and prepare two copies of Ek (C) encrypted under different keys. In chapter 5, we will
explore reusable (as opposite to one-time-use) SCC protocols that can repeatedly
and securely compute a circuit (on different inputs) without necessarily changing
encryption key.
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Chapter 4
Circuit Topology Obfuscation
In this chapter, we discuss the central role that CTO plays in SCC protocols as well
as its applications to practical problems. We propose two approaches: depth-efficient
CTO and size-efficient CTO.

4.1

Significance of CTO

As we can observe from Figure 2.3, the sub-graph made up of only P(SI)’s with
C∈SI is a connected graph and there is a connected path from any P(SI1 ) with
C∈SI1 to any P(SI2 ) with C ∈SI
/ 2 . In other words, the existence of a hiding-C SCC
protocol implies that of any other SCC protocol. In spite of that, there are as yet
few hiding-C protocols because it is hard to allow someone to compute a circuit C
without telling him how the circuit is wired (i.e. T (C)). Therefore, CTO is essential
to SCC protocols as it insures that the topology of an obfuscated circuit, T (C 0 ),
reveals nothing substantial even to infinitely powerful observers while C 0 preserves
the same function as the original circuit.
In addition, CTO can also solve the following problem: Computationally bounded
53
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Alice is about to implement a private function f on a circuit against Bob, who is
an infinitely powerful adversary that attempts to recover f by passively observing
the topology of its circuit implementation, then how could f be implemented such
that Bob learns nothing from the circuit topology? This is not a trivial problem as
in practice we can hardly hide the skeleton of a circuit from a reverse engineer, furthermore, circuit topology may carry non-trivial information regarding the circuit
for the following reasons:
1. The basis of circuit C usually has a small number of elements, e.g., OR (∨),
AND (∧) and NOT (¬), with each element having a specific range of fan-in,
e.g., given the topology of a circuit with basis {∨, ¬}, it is a trivial task to
recover the circuit by assigning gate nodes of fan-in 1 with “¬” and the rest
with “ ∨ ”.
2. For the sake of efficiency, C is usually designed in a way such that all its
subcircuits computing fundamental functions (e.g., addition, multiplication,
matrix product) are in the minimized format and an adversary can easily
recognize them from their topology, e.g., we can easily identify the circuit of
a full-adder given only how the circuit is wired.
Thus, in some cases, given T (C) an adversary could (partially) recover C, and
therefore f . With CTO, Alice obfuscates the minimized circuit C to produce C 0 and
implements C 0 instead of C, where by definition T (C 0 ) discloses nothing substantial.
There are two ways to measure the overhead of CTO: (1) the ratio of s0 to s; (2)
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the ratio of d0 to d, where s0 , s, d0 and d are the size of C 0 , the size of C, the depth
of C 0 and the depth of C respectively.
Circuit size corresponds to the amount of hardware required to implement a
circuit, and in case that a circuit is computed by single-threaded software it also
determines the computation time. Hence, if we want to implement an obfuscated
circuit with least amount of hardware, or to minimize the sequential computation
time, s0 /s would be the major overhead factor to be taken into consideration.
Circuit depth determines the computation time when a circuit is computed by
hardware or parallelized software, so if we wish to have a minimal parallel computation time, we consider d0 /d as the overhead factor.

4.2

Depth-Efficient CTO

We show that a depth-efficient CTO method is implied by universal circuits and it
also improves the secure two-party computation protocol in terms of circuit size.

4.2.1

CTO Using Universal Circuits and Hardwiring Techniques

Valiant [61] proposed universal circuits and showed that there is a universal circuit
Cd,s of size O(dslogs) and depth O(dlogs) such that for any circuit C of size s and
depth d, we can efficiently compute a string uC (an encoding of C) such that for any
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x: Cd,s (uC ,x) = C(x). Based on the above result, we define an algorithm D (see
Algorithm 1) that hardwires uC into Cd,s to produce C 0 . Note that if the hardwiring
is done cursorily, then the topology of the resulting circuit may reveal the data that
are hardwired into it (see e.g. Table 3.3).
Algorithm 1 Hardwiring uC into Cd,s to produce C 0 .
1: Inputs: uC =a1 · · · am and Cd,s , where the first m input-nodes of Cd,s correspond
to a1 · · · am , the next n correspond to x and gate-nodes are gm+n+1 , · · · , gm+n+s0 .
2: Number the input-nodes of C 0 with 1, · · · , n (|x| = n) respectively.
3: Define a map M such that node j of C 0 corresponds to node M (j) of Cd,s .
4: Let Ii (1≤i≤m+n+s0 ) be the set associated with node i of Cd,s .
5: M (1)←m+1, · · · , M (n)←m+n, I1 ←φ, · · · , Im ←φ, Im+1 ←{m+1}, · · · ,
Im+n ←{m+n}, h←n+1. {Node h is the next node of C 0 to be generated.}
6: v1 ←a1 , · · · , vm ←am and mark vm+1 , · · · , vm+n as unknowns. {vi can be a
constant (Ii =φ), itself (Ii ={i}), a unary or binary function of its preceding
unknowns whose indexes are given by Ii .}
7: for i=m+n+1 to m+n+s0 , consider gi with input-nodes numbered li and ri do
8:
if (Ili ={u, w} and Iri ={y, z} and Ili ∪Iri has at least 3 elements) or (node i
carries a circuit-output) then
9:
if M −1 (li ) is undefined then
10:
Represent gh0 (the h-th node of C 0 ) according to vli , M (h)←li , h←h+1.
{namely, if vli is a function of node u and node w, then let gh0 be the same
function as vli with input-nodes numbered M −1 (u) and M −1 (w).}
11:
end if
12:
if M −1 (ri ) is undefined then
13:
Represent gh0 according to vri , M (h)←ri , h←h+1.
14:
end if
15:
Let gh0 be the same function as gi with input-nodes numbered M −1 (li ) and
M −1 (ri ), M (h)←i, h←h+1.
16:
vi ←gi (vli , vri ), Ii ←{li , ri }.
17:
else if Ili ∪Iri ={u, w}, or {u}, or φ then
18:
vi ←gi (vli , vri ) and Ii ←Ili ∪Iri .
19:
end if
20: end for
21: Output: Circuit C 0 .

Theorem 4.1 (Depth-efficient CTO). Let C be the original circuit with input length
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n, size s and depth d, let D be the hardwiring algorithm as in Algorithm 1, define a
CTO algorithm as: On input C, it constructs a universal circuit Cd,s for circuits of
size s, depth d, input length n and output length 1, efficiently computes the encoding
of C, namely uC , and hardwires uC into Cd,s to obtain C 0 . Then, it holds that
1. For any valid input x, C 0 (x)=C(x).
2. T (C 0 ) discloses nothing more than (n, s, d, 1) in an information-theoretic
sense, namely, there is an efficient algorithm such that for any (n, s, d, 1) it
can produce the corresponding T (C 0 ).
3. The size and depth of C 0 are no larger than O(dslogs) and O(dlogs) respectively.
Proof. By the correctness of universal circuits, namely Cd,s (uC ,x) = C(x), it remains
to prove that C 0 (x)=Cd,s (uC ,x) for all x’s, which is straightforward as each node h
in C 0 carries the same result as node M (h) in Cd,s (see the definition of M in
Algorithm 1). As for the privacy condition, given (n, s, d, 1), we can obtain Cd,s
and |uC | (the length of uC ), then we invoke D on Cd,s and a |uC |-bit all-zero string
to obtain C 00 , where it must hold that T (C 00 )=T (C 0 ) as we can see from Algorithm 1
that the topology of the resulting circuit is generated in a way independent of the
value of uC . In other words, T (C 0 ) is fully determined and can be efficiently obtained
by (n, s, d, 1). Finally, since C 0 is a hardwired version of Cd,s , it has at most
1

1

size

Although the size and depth of C 0 are given in terms of upper bound, in most cases they would
equal to O(dslogs) and O(dlogs) respectively because the hardwiring algorithm reduces only the
input-level gates of Cd,s and its impact vanishes quickly as the depth increases.
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O(dslogs) and depth O(dlogs).

4.2.2

Improving the Two-Party Computation Protocol

With the hardwiring technique, we can improve the secure two-party computation
protocol. That is, instead of following the original protocol (see Section 2.3.5), Alice
and Bob execute the following protocol:
Protocol 4.1 (The improved two-party computation protocol). By invoking D (Algorithm 1), Alice hardwires her private input x into C to produce C 0 and sends the
encrypted format Ek (C 0 ) to Bob. Bob then executes |y| 1-out-of-2 OTs [47, 48] in
parallel

2

with Alice such that Bob gets his input y encrypted without revealing y to

Alice. Finally, Bob computes Ek (C 0 ) on Ek (y) to get Ek (C 0 (y)), which is decrypted
by Alice to obtain C 0 (y).
Theorem 4.2 (correctness and privacy in the semi-honest model). Let C be the circuit to be computed and let x and y be the private inputs of Alice and Bob respectively,
assume that trapdoor permutations exist, assume that circuits are encrypted and then
computed using the method we proposed in Section 3.2.2 and Section 3.2.3, and assume that both Alice and Bob are semi-honest and computationally bounded, then
Protocol 4.1 correctly and privately computes C and x, namely, both parties obtain
C(x,y) correctly and Alice knows nothing regarding y more than what (C,x,C(x,y))
reveals and Bob knows nothing regarding x more than what (C,y,C(x,y)) reveals.
2

Note that y is encrypted bit by bit independently, so the encryption can be done in parallel
using |y| 1-out-of-2 OTs with the same number of rounds as that of a single OT.
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Proof sketch. By the correctness of our encrypted circuits (Theorem 3.1), both parties correctly get C 0 (y), which equals to C(x,y) according to Theorem 4.1. Regarding the privacy for Alice, Bob would learn y and C 0 (y), which are required by
Protocol 4.1, and also T (C 0 ) (see Theorem 3.2), which reveals nothing regarding x
assuming the existence of PRGs (see Theorem 4.1). As for Bob’s privacy, if trapdoor
permutations exist, then Bob can get y encrypted by means of OT without revealing
it to Alice [7, Proposition 7.3.6] and hence Alice learns only C, x and C 0 (y). Note
that PRGs are implied by trapdoor permutations [13].
We can modify any secure two-party computation protocol that works in the
semi-honest model (and hence Protocol 4.1) into one that defeats malicious Alice
and Bob (see the conversion in [7, Section 7.4]), but in this case the round complexity
of the modified protocol would not be constant but proportional to circuit size.
Our protocols (Protocol 4.1 and its modified version for malicious adversaries) are
more efficient than the original two-party computation protocol as we significantly
reduce the circuit size. Consider a typical two-party computation problem, the
Millionaire Problem [62], where two millionaires Alice and Bob want to know who
is richer, without revealing their actual wealth x and y to each other. Assume that
x=vn · · · v1 and y=v2n · · · vn+1 are both n-bit unsigned integers with vn and v2n being
the most significant bits and that C(x,y) outputs a two-bit result indicating whether
x<y, x=y or x>y, then the original protocol computes C whose optimal format is
as follows:

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

60
Pseudo code 4.1: Circuit C for the Millionaire Problem using the
original protocol
inputs:

v1 , · · · , vn , vn+1 , · · · , v2n

gates:
v2n+1 =g2n+1 (v1 ,vn+1 )=v1 ⊕vn+1 ⊕1

{v2n+1 =1 iff v1 =vn+1 }

v2n+2 =g2n+2 (v1 ,vn+1 )=v¯1 ∧vn+1

{v2n+2 =1 iff v1 <vn+1 }

for i = 2 to n
v2n+5i−7 =g2n+5i−7 (vi ,vn+i )=vi ⊕vn+i ⊕1

{v2n+5i−7 =1 iff vi =vn+i }

v2n+5i−6 =g2n+5i−6 (v2n+5i−8 ,v2n+5i−7 )=v2n+5i−8 ∧v2n+5i−7
v2n+5i−5 =g2n+5i−5 (vi ,vn+i )=v̄i ∧vn+i

{v2n+5i−5 =1 iff vi <vn+i }

v2n+5i−4 =g2n+5i−4 (v2n+5i−9 ,v2n+5i−7 )=v2n+5i−9 ∧v2n+5i−7
{v2n+5i−4 =1 iff vi · · · v1 =vn+i · · · vn+1 }
v2n+5i−3 =g2n+5i−3 (v2n+5i−6 ,v2n+5i−5 )=v2n+5i−6 ∨v2n+5i−5
{v2n+5i−3 =1 iff vi · · · v1 <vn+i · · · vn+1 }
end for
outputs: v7n−4 and v7n−3 .
Thus, the number of nodes in C is 7n−3 (see also [56, Table 1] for a similar result
of 254 when n=32). With our protocol, x=an · · · a1 is treated as a constant and is
hardwired (using Algorithm 1) into C to produce C 0 , which takes only y=vn · · · v1
as input and has (3n−2) nodes:
Pseudo code 4.2: Circuit C’ for the Millionaire Problem using the
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improved protocol
v1 , · · · , vn

inputs:
gates:

vn+1 =gn+1 (v1 ,v2 )=1 iff a2 a1 =v2 v1 ,
vn+2 =gn+2 (v1 ,v2 )=1 iff a2 a1 <v2 v1
for i = 3 to n
vn+2i−3 =gn+2i−3 (vi ,vn+2i−5 )=vn+2i−5 ∧(āi ⊕vi ) {vn+2i−3 =1 iff ai · · · a1 =vi · · · v1 }
vn+2i−2 =gn+2i−2 (vi ,vn+2i−4 )=(vn+2i−4 ∧(āi ⊕vi ))∨(āi ∧vi )
{vn+2i−2 =1 iff ai · · · a1 <vi · · · v1 }
end for
outputs: v3n−3 and v3n−2 .
Therefore, in the case of the Millionaire Problem, we improve the efficiency of the
two-party computation protocol by reducing the circuit size to less than half with
provable security.

4.3

Size-Efficient CTO

We first introduce two basic tools, permutation circuits and multiplexer circuits and
then present a size-efficient CTO algorithm followed by proofs for the security and
overhead.
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4.3.1

Oblivious Permutation Circuits

As shown in Figure 4.1.(A), the results of n nodes, numbered 1, · · · , n respectively,
are used (by subsequent nodes) in an order defined by a permutation (bijection)
π:{1,· · · ,n}→{1,· · · ,n}, namely, node π −1 (1) is referred first, node π −1 (2) second,
· · · , and π −1 (n) last, then for any subsequent node, a circuit topology observer can
easily tell which node(s) contributes to its input.
If we could find an efficient subcircuit construction algorithm such that given any
n-to-n permutation π:{1,· · · ,n}→{1,· · · ,n}, it outputs an n-input-n-output subcircuit Cπ (see Figure. 4.1.(B)) satisfying:
• (Correctness). For all i∈{1,· · · ,n}, the π(i)-th output of Cπ is a copy of its
i-th input.
• (Privacy). T (Cπ ) is uniform for any n-to-n permutation π, namely, it reveals
nothing about how the n inputs are permuted.

then we insert Cπ in between the circuit in Figure. 4.1.(A), and the resulting circuit
functions the same as the original one while a circuit topology observer can no longer
tell in which order the leftmost n nodes are referred by subsequent ones.
We reduce the problem of generating Cπ to a sorting network problem: There are
n variables, x1 , x2 , · · · , xn , which are initialized to π(1), π(2), · · · , π(n) respectively
and each xi (1≤i≤n) is attached to node li with initially li =i. A comparison between
xi and xj involves the following actions:
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1. Generate two gates gL+1 (vli ,vlj ) and gL+2 (vli ,vlj )

gL+1 (vli , vlj ) =




 vli , if xi < xj



 vlj , otherwise

gL+2 (vli , vlj ) =




 vlj , if xi < xj

(4.1)



 vli , otherwise

where L was the maximum node number before generating the above gates,
vli and vlj denote the results of node li and node lj respectively.
2. Swap the values of xi and xj if xi >xj . Re-attach xi and xj to node L+1 and
node L+2 respectively (i.e. li ← L+1 and lj ← L+2) and increment L by 2.
How can x1 , x2 , · · · , xn be sorted to an ascending order by performing comparisons
in a predetermined manner (independent of the values of x1 , · · · , xn )? When the
sorting is done, Cπ is produced as well: the input nodes of Cπ are node 1, · · · , node

CQ

Q
1
2

1
2

ĂĂ

Q (1)

Ă

(A)

Ă Ă

Ă
Ă
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Q 1 ( n )
n

Q (2)

Ă
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Q1 (1)
Q1 (2)
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node 2

Q ( n)
n

equal to node Q1 (n)
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Figure 4.1: (A) The results of n nodes are referred in an order given by permutation
π:{1, · · · , n}→{1, · · · , n}. (B) A permutation subcircuit Cπ whose input-outputcorrespondence is defined by permutation π.
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n, gates are generated during comparisons and the fist output is node l1 , the second
is node l2 , · · · , the n-th is node ln .
We verify that the above reduction is right:
1. (Correctness). During each comparison, vli and vlj are swapped (by generating
gL+1 (vli ,vlj )=vlj , gL+2 (vli ,vlj ) = vli and letting li =L+1 and lj =L+2) if and only
if xi and xj are swapped. Initially, it holds that xi =π(i) and vli =vi . By the
time x1 , · · · , xn are sorted, it will hold that xπ(i) =π(i) and hence the π(i)-th
output of the subcircuit is equal to the i-th input, namely, vlπ(i) =vi .
2. (Privacy). No matter xi < xj or not, two gates are generated in the same way
in terms of circuit topology. In addition, the comparisons are performed in an
order regardless of π and hence the resulting circuit topology is uniform for
all n-to-n permutations.
A satisfactory

3

solution for the reduced problem is given by Batcher [64], who

uses O(n·log2 n) comparisons and a depth of O(log2 n) to sort n elements in a dataindependent way. Since each comparison corresponds to two gates, we can construct
an n-to-n permutation subcircuit Cπ with size O(n·log2 n), depth O(log2 n) and a
uniform topology.
In some cases, we also hope to produce an n1 -input-n2 -output subcircuit with
n1 <n2 and the input-output mapping is an injection, namely, there is a permutation
3

There is an asymptotically better result (also the lower bound), namely, the AKS network [63]
with O(n·logn) comparisons and depth O(logn), but it is impractical as the constant factor hidden
by the big-oh notation is extremely large.
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π1 :{1, · · · , n1 } → {a1 , · · · , an1 } with {a1 , · · · , an1 } ⊂ {1, · · · , n2 } and the π1 (i)-th
output equal to the i-th input. In this case, we construct another arbitrary bijection
π2 : {n1 +1, · · · , n2 } → ({1, · · · , n2 }−{a1 , · · · , an1 }) and let permutation π= π1
∪ π2 . We append n1 −n2 constant inputs (e.g. 0) to the end of the input list and
proceed to generating Cπ using π. During the comparison, if a resulting gate has
one or two constant inputs (i.e. a degenerate gate), e.g., gk (vi ,0) or gk (0,0), write
it as gk (vi ,v∗ ) or gk (v∗ ,v# ), where ∗ and # can be arbitrarily chosen. Thus, by
padding (n2 −n1 ) constant inputs, we obtain Cπ capable of permuting n1 inputs into
n2 outputs obliviously.

4.3.2

Oblivious Multiplexer Circuits

Another useful subcircuit for obfuscation is the multiplexer circuit Cmux that takes
as input the results of n nodes (i.e., v1 , · · · , vn ) and copies one of them as output (i.e.,
vz ). As exemplified Figure 4.2, we can construct an n-to-1 Cmux using a balanced
tree with size (n−1) and depth dlog2 ne, where vz is copied from its leaf node all the
way to the root node. Obviously (see Section 3.3.2 for similar discussions), T (Cmux )
only depends on n and reveals nothing about z. We note that the multiplexer circuit
introduced here differs from the one in logic design in that the selection is hardwired
into Cmux instead of being an input.
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Figure 4.2: An example of multiplexer sub-circuit Cmux with n=26 and selection
decision z=5.

4.3.3

The CTO Algorithm

We start with an overview of the CTO algorithm O. On input of circuit C, O
obfuscates it gate by gate (i.e. from node n+1 to n+s). As depicted in Figure. 4.3,
O maintains up to d permutation subcircuits Cπ1 , · · · , Cπd and they are updated
before each gate is obfuscated. For each gate gn+j (vaj , vbj ), we obfuscate it by
0
0
replacing it with gn+j
(va0 j ,vb0 j ) where gn+j
has the same function as gn+j does, and
a

b

j
j
va0 j and vb0 j are the outputs of two multiplexer circuits Cmux
and Cmux
respectively.

a

j
If we denote by ci,k the k-th output of Cπi , then the set of inputs of Cmux
and that

b

j
of Cmux
are

{ci,k , where 1 ≤ i ≤ d, ti = 1

4

and k = ((2j − 2) mod 2i ) + 1}

(4.2)

ti =1 denotes that Cπi is switched on to provide inputs to multiplexer circuits; ti =0 denotes
that Cπi does not provide input to any multiplexer circuit.
4
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and

{ci,k , where 1 ≤ i ≤ d, ti = 1 and k = ((2j − 2) mod 2i ) + 2}

(4.3)

respectively, where (2j−2)mod 2i means that (2j−2) wraps around after it reaches
2i −1, namely, only the first 2i outputs are used by multiplexer circuits. Multiplexer
a

b

j
j
subcircuits Cmux
and Cmux
are non-reusable, namely, O generates a distinctive pair

a

b

j
j
of (Cmux
, Cmux
) for each gate gn+j (vaj , vbj ). In contrast, the d permutation sub-

circuits Cπ1 through Cπd will last for a while, more precisely, each Cπi refers to a
3·2i−1 -to-3·2i−1 permutation subcircuit while ti =1, the reference is nullified when ti
is changed to 0, and Cπi will point to a new 3·2i−1 -to-3·2i−1 subcircuit when ti is
reset to 1
t1

CQ1 with 2 + 1 outputs

t2

CQ2 with 4 + 2 outputs Level 2

t3

Cmux

Level 1

Level 3
Ă

Ă

CQ3 with 8 + 4 outputs
td

Ă
C with 2d + 2d 1 outputs

Ă

Level d

d
Q

denotes an output that will never be used by Cmux

Figure 4.3: An obfuscation network that consists of a d-input multiplexer Cmux and
d permutation subcircuits Cπ1 , · · · , Cπd , where each Cπi (1≤i≤d) has 2i +2i−1 outputs
and one of the first 2i outputs of each Cπi contributes to an input of Cmux provided
that switch ti is on.

Now we introduce the update of Cπ1 , · · · , Cπd as well as d. Initially, d = dlog2 (n)e
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(i.e. 2d−1 <n≤2d ) and O produces an n-input-3·2d−1 -output permutation subcircuit
Cπd that takes as inputs v1 through vn (the n inputs of C). Since only level d
is occupied, O sets td td−1 · · · t1 (which also serves as a counter with t1 the least
significant bit) to 10· · · 0. Then, O starts to obfuscate each gate sequentially by
0
replacing gn+j (vaj , vbj ) with gn+j
(va0 j ,vb0 j ). After each gate gn+j is obfuscated, the d

permutation subcircuits are updated as follows:
• If t1 = 0, then O generates a 3-input-3-output Cπ1 taking as inputs va0 j , vb0 j and
0
0
vn+j
=gn+j
(va0 j ,vb0 j ), increments the counter td td−1 · · · t1 by 1 (i.e. set t1 to 1).

• If t1 =1 and there is a b such that 1<b<d and tb tb−1 · · · t1 =01· · · 1, then O
0
generates a 3·2b−1 -input-3·2b−1 -output Cπb taking as inputs va0 j , vb0 j , vn+j
and

all the outputs of Cπ1 through Cπb−1 , increments the counter td td−1 · · · t1 by 1
(i.e. set tb to 1 and set tb−1 · · · t1 to 0· · · 0).
• Otherwise, it holds that td · · · t1 =1· · · 1, O generates a 3·2d -input-3·2d -output
0
Cπd+1 taking as inputs va0 j , vb0 j , vn+j
and all the outputs of Cπ1 through Cπd ,

increments the counter by 1 (i.e. d is incremented by 1 and td td−1 · · · t1 is set
to 10· · · 0).
O moves on to the next gate (i.e. increments j by 1) and repeats the above operations
until the last gate gn+s is obfuscated. We can see that each of the first 2i outputs
of Cπi is used (by multiplexer subcircuits) exactly once (i.e. ti ti−1 · · · t1 counts from
10· · · 0 to 11· · · 1) before Cπi is nullified (i.e. ti is set to 0) and its outputs are re-
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shuffled (together with those in lower levels) and copied to a higher level subcircuit.
The counter td td−1 · · · t1 is incremented by 1 after each gate obfuscation.
Circuit C
v1 , ", v7
v8 = g8 (v2 , v5 )

j =1
2 5 1 3 6 * 4 7 * * * *

v9 = g9 (v5 , v8 )

a1
{input : c3,1 , output: c3,1}
Cmux
b1
{input : c3,2 , output: c3,2 }
Cmux

j=2

v10 = g10 (v2 , v9 )

5 8 2

v11 = g11 (v4 , v7 )

2 5 1 3 6 * 4 7 * * * *

a2
Cmux
{inputs : c1,1 , c3,3 , output: c1,1}

v12 = g12 (v5 , v11 )

b2
Cmux
{inputs : c1,2 , c3,4 , output: c1,2 }

v13 = g13 (v2 , v12 )

j=3
v14 = g14 (v12 , v13 ) 2 9 5 5 8 8
a3
Cmux
{inputs : c2,1 , c3,5 , output: c2,1}
2 5 1 3 6 * 4 7 * * * *
b3
Cmux {inputs : c2,2 , c3,6 , output: c2,2 }
j=4
2 9 10
a4
Cmux
{inputs : c1,1 , c2,3 , c3,7 , output: c3,7 }
2 9 5 5 8 8
b4
2 5 1 3 6 * 4 7 * * * * Cmux {inputs : c1,2 , c2,4 , c3,8 , output: c3,8 }

j=5
a5
Cmux
{inputs : c4,1 , output: c4,1}
b5
Cmux
{inputs : c4,2 , output: c4,2 }
5 11 2 1 2 2 3 4 4 5 5 6 7 7 8 8 9 9 10 * * * * *

j=6

5 12 11

a6
Cmux
{inputs : c1,1 ,c4,3 , output: c4,3}

b6
Cmux
{inputs : c1,2 ,c4,4 , output: c1,2 }
5 11 2 1 2 2 3 4 4 5 5 6 7 7 8 8 9 9 10 * * * * *

j=7
12 13 2 5 11 12

a7
Cmux
{inputs : c2,1 ,c4,5 , output: c2,1}

* denotes padding
x denotes that the
output is equal to vx
denotes that the

b7
Cmux
{inputs : c2,2 ,c4,6 , output: c2,2 } selection tag is set
to TRUE
5 11 2 1 2 2 3 4 4 5 5 6 7 7 8 8 9 9 10 * * * * *

Figure 4.4: An example of how to determine permutation function π and selection
z in each step.

We have described how to generate the circuit topology of obfuscated circuit.
Obviously, T (C 0 ) only depends on (n, s, 1) since the topologies of all the intermedi-
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ately generated Cmux ’s and Cπ ’s are fully determined by their input lengths. It only
remains to show how to determine the function of the gates in C 0 , which fall into
0
two categories : gn+j
that corresponds to gn+j and the gates in Cmux and Cπ . As
0
we have discussed, gn+j
is assigned the same function as gn+j , Cπ is determined by

π and Cmux depends on n and z. Thus, it only remains to explain how to determine
the permutation π and the selection z for each Cπ and Cmux such that for all j ∈
{1, · · · , s}: va0 j =vaj and vb0 j =vbj . We illustrate how to determine π and z using a
simple example in Figure 4.4. We suppose that the current (to be obfuscated next)
gate number is j and that Cπi is to permute a set of inputs that correspond to vL1 ,
vL2 , · · · vL3·2i−1 , where each vk denotes the result of node k in C. The cardinality
of the set is less than 3·2i−1 since there may be padded constants and overlapping
results. We list out the node numbers of inputs to the next 2i−1 gates (gn+j (vaj ,vbj )
through gn+j+2i−1 −1 (vaj+2i−1 −1 ,vbj+2i−1 −1 )):

aj , bj , aj+1 , bj+1 , · · · , aj+2i−1 −1 , bj+2i−1 −1

(4.4)

and construct a bijection π1 : A → π1 (A), where A = {L1 , · · · , L3·2i−1 } ∩ {aj , bj ,
· · · , aj+2i−1 −1 , bj+2i−1 −1 } and π1 (x) is the position number of the leftmost x that
appears in list (4.4) (x may appear more than once). We also define an arbitrary
bijection π2 :

{1, · · · , 3 · 2i−1 } − A → {1, · · · , 3 · 2i−1 } − π1 (A) .

(4.5)
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Finally, we get permutation π=π1 ∪π2 and mark the selection tags of the outputs (of
a

j
Cπi ) whose positions are given by π1 (A) as TRUE. The selection z of Cmux
(resp.,

b

j
) is determined by choosing a ci,k from set (4.2) (resp., set ( 4.3)) whose selection
Cmux

tag is TRUE and letting z = i. Figure 4.4 is an example of how a small circuit is
obfuscated step by step. Index j starts from the first gate (j=1) to the last one (j=7)
and for each gate, all the switched-on permutation circuits are displayed using grids,
and the inputs to the two multiplexer circuits are also indicated. For example, when
j=1, A={1, · · · , 7}∩{2,5,5,8,2,9,4,7}={2,4,5,7} and hence π(2), π(4), π(5) and π(7)
is set to 1, 7, 2 and 8 respectively. It follows that the 1st, 2nd, 7th and 8th outputs
b1
a1
are c3,1 and c3,2
and Cmux
of Cπ3 are all tagged as TRUE. Thus, the outputs of Cmux
a1
b1
respectively and the selections of Cmux
and Cmux
are both 3.
a

b

j
j
Correctness. Now we discuss that each Cmux
(resp., Cmux
) can always ensure

its output va0 j =vaj (resp., vb0 j =vbj ) by identifying the tagged (as TRUE) input out of
its input candidates given in Eq. 4.2 (resp., Eq. 4.3). During each round, the counter
td td−1 · · · t1 counts from 10· · · 0 (i.e. at initialization or when d is incremented by
1) to 11· · · 1, and O will obfuscate 2d−1 gates of C (unless there are less than 2d−1
gates left) before entering the next round. The input nodes of the 2d−1 gates are
respectively listed as

aj , bj , aj+1 , bj+1 , · · · , aj+2d−1 −1 , bj+2d−1 −1 ,

(4.6)

which we call the list of level d. Without loss of generality, we consider an arbitrary

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

72
aw in the above list.
• If vaw has at least a copy in the outputs of Cπd (i.e. aw < j).
– If aw appears only once in the list or it is the leftmost one among those
values that appear in the list and are equal to aw , then π(aw ) is equal to
aw
its position number and it is hit (tagged as TRUE and selected by Cmux
)

in the d-th level (selection decision z equals to d).
– Otherwise, there is at least a au (or bu ) that is equal to aw and u<w.
Again without loss of generality, we assume that it is au . Thus, after au
is hit on level d and gate gn+u (vau ,vbu ) is obfuscated, vau (vau =vaw ) will
be copied and permutated to a lower level i0 . If on level i0 , aw is the first
among those node numbers (in the corresponding list of level i0 ) whose
values are equal to aw , it is hit on level i0 . Otherwise, the operation
is repeated recursively until all gn+u (au ,bu )’s satisfying u<w and (au or
bu )=aw are obfuscated.
• Otherwise, it holds that aw ≥ j and gate gaw has not been obfuscated yet. We
wait until gaw is obfuscated and vaw is copied to a lower level i0 . Analogously,
if in the corresponding list of level i0 there is no such au or bu that is equal to
aw with u<w, then aw will be hit on level i0 , otherwise, the recursion continues
until aw is hit.
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4.3.4

Security and Overhead

Theorem 4.3 (Size-efficient CTO). Let C be the original circuit with input length
n, size s and depth d, let O be the CTO algorithm introduced in in Section 4.3.3,
and let C 0 be the resulting circuit by invoking O on C, then it holds that
1. For any valid input x, C 0 (x)=C(x).
2. T (C 0 ) discloses nothing more than (n, s, 1) in an information-theoretic sense,
namely, there is an efficient algorithm such that for any (n, s, 1) it can produce
the corresponding T (C 0 ).
3. The size and depth of C 0 are s·O(log3 s) and s·O(loglogs) respectively.
Proof. We have already shown in Section 4.3.3 that O ensures va0 j =vaj , vb0 j =vbj ,
0
and gn+j
(va0 j ,vb0 j ) = gn+j (vaj ,vbj ) for all 1≤j≤s, so it holds that C 0 (x)=C(x). We

assume an algorithm SIM that on input (n, s, 1) it constructs an arbitrary n-inputs-gate-1-output circuit C1, obfuscates C1 using O to get C10 and produces T (C10 )
as output, where T (C10 ) = T (C 0 ) because, as we have discussed in Section 4.3.3,
the topology of the obfuscated circuit is generated by O in a manner independent
of the gate functions of the original circuit. Therefore, T (C 0 ) discloses only (n, s,
1).
Now we discuss the overhead factor. The obfuscation process can be considered
as working in rounds, where d is initialized to dlog2 (n)e and each round starts with
td td−1 · · · t1 = 10· · · 0 and ends when it reaches 11· · · 1 and d is incremented by 1.
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During each round, O obfuscates 2d−1 gates (unless it reaches the last gate) and
1
generates 1 instance of Cπd , 20 instance of Cπd−1
of Cπd−2 , · · · , 2d−1−i

 , 2 instances

 d−1
instances of Cπi , · · · , 2d−2 instances of Cπ1 and 2

0



 d−1 
 instances of 2-input Cmux , · · · ,
2


1


 instances of 1-input Cmux ,




 d−1 
 instances of d-input Cmux
2


d−1

0
0
and gn+j
, · · · , gn+j+2
d−1 −1 . Thus, the total number of gates generated during this

round is
d−1
P d−1−i
O(3 · 2d−1 · (log2 3 · 2d−1 )2 ) + O(1)
2
· 3 · 2i−1 · (log2 (3 · 2i−1 ))2
i=1



+2

 d−1 
 + 2d−1
k


k=0
k
d−1
P

= O(d2 2d ) + O(2d )

d−1
P
i=1

= O(d3 2d )

i2 + (d − 1)2d−1 + 2d−1

(4.7)
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and the circuit depth accumulated in this round is

O((log2 3 · 2d−1 )2 ) +

= O(d2 ) + O(1)

d−1
P

d−1
P
i=1

2d−1−i O((log2 3 · 2i−1 )2 ) +

i2 2d−i + O(1)

i=1









d  d−1 
P
 log2 k + 2d−1



k=1
k−1

d  d−1 
P

 log2 k + 2d−1


k=1
k−1

= O(2d ) + O(2d log2 d)
= O(2d log2 d)
(4.8)
Suppose that there are R rounds (i.e. d ∈ {dlog2 (n)e, · · · , dlog2 (n)e+R−1}), then
it holds that
dlog2 ne+R−1

X

2d−1 ≤ s

(4.9)

d=dlog2 ne

namely, these R rounds are sufficient to obfuscate s gates. It follows that R =
O(1)·log2 ( ns ) and the number of gates in C 0 is
dlog2 ne+R−1

X

dlog2 ne+R−1
3 d

3

O(d 2 ) < (dlog2 ne + R)

d=dlog2 ne

X

O(2d ) ≤ O(log32 s) · s

(4.10)

d=dlog2 ne

and the depth of C 0 is
dlog2 ne+R−1

X

d=dlog2 ne

dlog2 ne+R−1
d

O(2 log2 d) < log2 (log2 n + R)

X

O(2d ) = O(log2 log2 s)·s

d=dlog2 ne

(4.11)
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Note that the depth of C 0 is independent of that of C since T (C 0 ) is uniform for
all C’s that have the same input length, output length and circuit size.

4.4

Summary of the Chapter

We have presented two efficient CTO algorithms and the overhead factors of the
depth-efficient CTO and the size-efficient CTO are shown in Table 4.1, where the
big-oh notation hides only small constant factors. The depth-efficient CTO is unconditionally better than the size-efficient CTO in terms of depth overhead. In contrast,
with regard to size overhead, the size-efficient CTO is superior to the depth-efficient
CTO for circuits whose depth d is of order O(log2 s) or above. A disadvantage of the
size-efficient CTO is that the depth of its obfuscated circuit is O(loglogs)s, approximately the same order as O(s), and hence the resulting circuit loses the advantage
of parallel computation, namely, the parallel computation time of C 0 is of roughly
the order as the sequential computation time of C.
Table 4.1: Comparisons between the depth-efficient CTO and the size-efficient CTO,
where s, d, s0 and d0 are respectively the size and depth of the original circuit and
those of the obfuscated circuit.
0

size overhead factor (s /s)
depth overhead factor (d0 /d)

depth-efficient CTO
O(d·logs)
O(logs)

size-efficient CTO
O(log3 s)
O(loglogs)s/d

Now we give more concrete comparisons using small-depth circuits as an example.
Small-depth circuits are a common form of circuits and are defined as circuits with
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n inputs, size O(nk1 ) and depth O(logk2 n) (k1 and k2 are positive integers). In
this case, the size overhead factors for depth-efficient CTO and size-efficient CTO
are O(1)·logk2 +1 n and O(1)·log3 n respectively, and the depth overhead factors for
depth-efficient CTO and size-efficient CTO are O(1)·logn and O(1)·nk1 log log n /
logk2 n respectively. Figure 4.5 and Figure 4.6 visualize the above comparisons,

Figure 4.5: The size overheads of size-efficient CTO and depth-efficient CTO (k2 =2,
3, 4) for small-depth circuits.

Figure 4.6: The depth overheads of size-efficient CTO (k1 =2, 3 k2 =2, 5) and depthefficient CTO for small-depth circuits.
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where for simplicity O(1) is assumed to be equal to 1.
Updated with the above results, the one-time-use SCC protocol in Chapter 3
(Protocol 3.2) becomes more efficient in reducing unnecessary increase in circuit
size and depth. Furthermore, CTO is also indispensable to build reusable SCC
protocols which are to be introduced in the next chapter.
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Chapter 5
Towards Reusable SCC Protocols
for P({x, C, IR, C(x)})
5.1

Building Reusable P({x, C, IR, C(x)})

We reduce the problem of building reusable protocols for P({x, C, IR, C(x)}) to
constructing algebraic privacy homomorphism, then provide definition for efficient
PH, and discuss its security in the black-box model.

5.1.1

Representation of Gate Functions (Revisited)

The SCC protocols introduced in Chapter 3 are only one-time-use mostly due to the
following reasons:
1. Each result vi (1≤i≤n+s) is encrypted deterministically. Thus, if a circuit is
computed twice on different inputs, then for each i, Bob can simply compare
v0

Ek (vi )=Wivi against Ek (vi0 )=Wi i to determine whether vi =vi0 or not (see the
discussion in Section 3.4).
79
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2. The truth table representation does not support secure computation of a gate
for multiple times despite that the four items of each truth table are encrypted
and permuted. For example, if Bob computes Ek (gi ) twice and he always draws
the same item from the table, then he knows that the two inputs of gi in the
first computation are respectively equal to those in the second. Even if he
draws different items, he can infer that at least one input carries different
values during the two rounds of computation.
We will fix the first problem by introducing semantically secure encryptions,
which are by definition probabilistic 1 . As for the second, we need an alternative
representation other than truth tables, namely, the Algebraic Normal Form (ANF).
That is, any Boolean function can be expressed as an XOR sum of AND products
as follows:

g(x1 ) = b0 + b1 · x1
g(x2 , x1 ) = b00 + b01 · x1 + b10 · x2 + b11 · x2 · x1
g(x3 , x2 , x1 ) = b000 + b001 · x1 + b010 · x2 + b011 · x2 · x1
(5.1)
+ b100 · x3 + b101 · x3 · x1 + b110 · x3 · x2 + b111 · x3 · x2 · x1
..
.
g(xn , · · · , x1 ) =

P

an ···a1 ∈{0,1}n
1

ban ···a1 · xann · · ·xa11

Under a probabilistic encryption, if a plaintext is encrypted twice, then with an overwhelming
probability we would get two different ciphertexts, which are called re-enryptions of each other.
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where all xi ’s and ban ···a1 ’s are from {0,1} and “+” and “·” denote XOR and AND
respectively. As we assume all gates in a circuit are of fan-in 2, we represent each
gate g with [b00 , b01 , b10 , b11 ] meaning that it computes the function of

g(x2 , x1 ) = b00 + b01 · x1 + b10 · x2 + b11 · x2 · x1

(5.2)

We call this new representation “parameter table” and still use square brackets to
enclose the four items. The parameter table representation is equivalent to the truth
table representation as they both can represent any Boolean function, and we will
show that the former is superior to the latter as it supports repeated computation
in its encrypted format.

5.1.2

Reusable P({x, C, IR, C(x)}) Using Algebraic PH

We first construct a reusable SCC protocol for P({x, C, IR, C(x)}) using a special
algebraic PH, then show that the special PH is implied by any algebraic PH, and
finally we prove the security of the whole protocol.
With CTO, we can obtain an obfuscated circuit whose topology reveals nothing
even to unbounded adversaries. Thus, the problem of SCC is reduced to: For
each gate gn+i , given its encrypted inputs Ee (vai ) and Ee (vbi ), and its encrypted
parameter table [Ee (b00 ), Ee (b01 ), Ee (b10 ), Ee (b11 )], how can Bob obtain Ee (gn+i (vai ,
vbi )) without knowing anything regarding b00 , b01 , b10 , b11 , vai , vbi and gn+i (vai , vbi )?
Assume that there is a semantically secure algebraic PH (G,E,D,¢,£) (see the
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definition in Section 2.2.1) with plaintext space M={0,1}, then the above problem
can be easily solved, namely, Bob computes as in Figure 5.1 to get Ee (gn+i (vai , vbi )).

( Ee (b00 ),
(

(

,

(

),

01

)

( ))

)
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Proof sketch. We can check the correctness of the resulting PH as follows:

Dd0 (¢(Ee0 (m1 ), Ee0 (m2 )))
= Dd0 (¢(Ee (m1 + 2r1 ), Ee (m2 + 2r2 )))
= Dd (Ee (m1 + 2r1 + m2 + 2r2 )) mod 2
= m1 + m2 mod 2

(5.4)

Dd0 (£(Ee0 (m1 ), Ee0 (m2 )))
= Dd0 (£(Ee (m1 + 2r1 ), Ee (m2 + 2r2 )))
= Dd (Ee (m1 m2 + 2(m2 r1 + m1 r2 + 2r1 r2 ))) mod 2
= m1 m2 mod 2
By the definition of semantic security, ciphertext Ee0 (m) = Ee (m+2r) reveals
nothing substantial (to computationally bounded adversaries) regarding m+2r, and
hence the least significant bit of m+2r, namely m. Therefore, the resulting PH is
also semantically secure.
Proposition 5.2. A semantically secure algebraic PH implies a semantically secure
algebraic PH with plaintext space M={0,1}.
Proof sketch. Suppose that (G,E,D,¢,£) is a semantically secure PH with plaintext
space M0 , then by overriding ¢ with ¢0 and restricting the plaintext space to
M={0,1}, we obtain a new algebraic PH (G,E,D,¢0 ,£), where ¢0 (Ee (m1 ),Ee (m2 ))=

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

84
Ee ((1−m1 m2 )(m1 +m2 )) is computed with the following steps:

Ee (m1 + m2 ) = ¢(Ee (m1 ), Ee (m2 ))
Ee (m1 m2 ) = £(Ee (m1 ), Ee (m2 ))
(5.5)

Ee (−m1 m2 ) = £(Ee (−1), Ee (m1 m2 ))
Ee (−m1 m2 (m1 + m2 )) = £(Ee (−m1 m2 ), Ee (m1 + m2 ))
Ee ((1 − m1 m2 )(m1 + m2 )) = ¢(Ee (m1 + m2 ), Ee (−m1 m2 (m1 + m2 ))) .

Note that −1 is the additive inverse of multiplicative identity (i.e. 1) and an instance of Ee (−1) should be revealed to the party doing the above computation,
but it does not weaken the security of the resulting PH because in the notion of
semantic security an adversary is allowed to have access to the encryption oracle.
Therefore, (G,E,D,¢0 ,£) with M={0,1} is still semantically secure. The resulting
encryption scheme is additively and multiplicatively homomorphic under ¢0 and £
as for m1 ∈{0,1} and m2 ∈{0,1} it holds that
m1

m2

¢0 (Ee (m1 ),Ee (m2 ))

£(Ee (m1 ),Ee (m2 ))

0

0

Ee (0)

Ee (0)

0

1

Ee (1)

Ee (0)

1

0

Ee (1)

Ee (0)

1

1

Ee (0)

Ee (1)

and the conclusion follows.
Protocol 5.1 (The reusable SCC protocol against semi-honest Bob). Assume that
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there is an algebraic PH and Alice wants Bob to compute circuit C on inputs x(1) ,
x(2) , · · · , x(L) , then they execute the following protocol:
1. Alice transforms C into C 0 (by means of CTO), modifies the algebraic PH
(using the technique in the proof of Proposition 5.2) so that the plaintext space
is {0,1}, randomly selects a pair of encryption decryption keys (e, d), and
sends to Bob the encrypted format of C 0 , namely

0
0
0
(n, s0 , 1), (a01 , b01 , Ee (gn+1
)), (a02 , b02 , Ee (gn+2
)), · · · , (a0s0 , b0s0 , Ee (gn+s
0 ))

(5.6)

where each gi0 (n+1≤i≤n+s0 ) is represented using parameter table [bi00 , bi01 ,
bi10 , bi11 ] and Ee (gi0 )= [Ee (bi00 ), Ee (bi01 ), Ee (bi10 ), Ee (bi11 )].
(j)

(j)

(j)

(j)

2. For each input x(j) =v1 · · · vn (1≤j≤L), Alice sends to Bob Ee (v1 )· · · Ee (vn ),
Bob computes as in Figure 5.1 gate by gate to obtain Ee (C 0 (x(j) )), which is
sent to Alice and decrypted to get C(x(j) )=C 0 (x(j) ).
Now we prove that 2-round reusable SCC protocols are implied by algebraic PH,
namely, Protocol 5.1 is secure if the algebraic PH is semantically secure.
Theorem 5.1 (correctness and privacy in the semi-honest model). Let C be the
circuit to be computed and x(1) , x(2) , · · · , x(L) be its inputs, and assume that Bob
is semi-honest and computationally bounded, and that algebraic PH (G,E,D,¢,£)
is semantically secure, then the reusable SCC protocol (Protocol 5.1) correctly and
privately (without revealing anything substantial to Bob) computes C on the L inputs.
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Proof. By the correctness of algebraic PH and CTO, semi-honest Bob correctly
computes each gate and hence the whole encrypted circuit. By the definition of
CTO (Definition 3.2), there is a polynomial-time algorithm such that given trivial
information (e.g. (n,s,1) or (n,s,d,1)) it efficiently produces T (C 0 ), namely

(n, s0 , 1), (a01 , b01 ), (a02 , b02 ), · · · , (a0s0 , b0s0 ) .

(5.7)

In other words, T (C 0 ) reveals nothing substantial even to unbounded adversaries.
Since gates are encoded with parameter tables and are encrypted together with
those inputs x(1) , · · · , · · · , x(L) , those ciphertexts reveal nothing substantial to
computationally bounded Bob by the definition of semantic security. Therefore, the
conclusion holds.
It is much easier to prove that the converse direction is also true, namely, semantically secure algebraic PH is implied by secure 2-round reusable SCC protocols.
Theorem 5.2. If there exists a 2-round SCC protocol Π that can correctly and
privately (without revealing anything substantial) compute any circuit C on as many
inputs as Alice wants against computationally bounded Bob, then semantically secure
algebraic PH exists for any plaintext space.
Proof sketch. A 2-round reusable SCC protocol already implies an encryption scheme
(G1, E1, D1) with which Alice hides her private inputs and circuits from Bob and
{0,1} must be a subset of the plaintext space of (G1, E1, D1). Suppose that we
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are to construct an algebraic PH (G2, E2, D2, ¢, £) with plaintext space M, then
let G2 be the same as G1, represent each element a of M with binary format so
that E2 is done by invoking E1 on a bit by bit, and define D2 accordingly. Alice
compiles two circuits C+ and C× which do addition and multiplication on M respectively and publish their encrypted formats as ¢ and £. Therefore, with ¢ and
£, anybody (Bob) can do addition and multiplication on ciphertexts but only the
one who knows the decryption key (Alice) can decrypt them. As Bob learns nothing
substantial from the ciphertexts, (G2, E2, D2, ¢, £) is semantically secure.

5.1.3

On the Efficiency and Security of Algebraic PH

Before discussing the security of algebraic PH, it is necessary to focus on only efficient
ones. For example, the algebraic PH introduced in [22] is unconditionally secure,
but it is not efficient as it has a homomorphic operation that inputs two ciphertexts
c1 and c2 and produces c3 with |c3 |=|c1 |+|c2 |. If Alice and Bob execute Protocol 5.1
using the PH, then Alice takes no advantage of Bob because she has to decrypt each
final ciphertext Ek (C(x(j) )), whose length is an exponential function in the circuit
depth and so is the amount of time needed for decryption. Note that the time it
takes to decrypt a ciphertext is at least proportional to its length.
Carried to the extreme, the inefficiency can be illustrated with a trivial PH:
Suppose that we have a semantically secure encryption scheme (G, E, D), then for
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any operation “?” on plaintexts, the corresponding homomorphic function, denoted
by “F”, simply takes c1 and c2 as inputs and write the output as c1 Fc2 (no further
actions are taken), and decryption is defined as Dd (c1 Fc2 )=Dd (c1 )?Dd (c2 ). It is not
hard to prove that the extended PH (G, E, D, F) is also semantically secure, but
it makes the protocol trivial since Alice has to spend some extra time on encryption
and decryption before performing the necessary computation (computing the circuit
in plaintext).
Definition 5.1 (Strongly and weakly efficient PH). A PH is strongly (resp., weakly)
efficient if for any of its homomorphic function F, and for any ciphertext-pair
(c1 ,c2 ), the length of the resulting ciphertext F(c1 ,c2 ) is not larger than max(|c1 |,
|c2 |) (resp., max(|c1 |,|c2 |)+Z), where Z is a positive constant and function max
returns the larger value of the two candidates.
With the strongly efficient algebraic PH, computing the circuit in ciphertext
incurs no increase on the length of the final output ciphertext, and with the weak
counterpart the increase is bounded by Z·d0 with d0 being the circuit depth. It
turns out to be relatively easy to construct an efficient PH that supports only one
homomorphic function, and most existing additive or multiplicative (but not both)
PHs are strongly efficient in the sense of Definition 5.1. In contrast, most algebraic
PHs are not efficient with an exception being the one introduced in [23], which
unfortunately supports only one multiplication on ciphertexts and hence is not truly
multiplicative.
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How secure an efficient algebraic PH can be remains an open problem, but its upper bound is quite clear, namely, it is at most semantically secure under non-adaptive
chosen-ciphertext attacks (IND-CCA1 secure): First, it cannot be non-malleably secure, namely, given any plaintext-ciphertext pair (a, Ee (a)) with a 6= 0 (resp., a 6=1),
an adversary is able to increment (resp., multiply) by a the semantics of any ciphertext c by replacing c with c0 , where c0 ←¢(c,Ee (a)) (resp., c0 ←£(c,Ee (a))). Second,
Dolev et al. [65] showed that under adaptive chosen-ciphertext attacks (CCA2) semantic security and non-malleable security are equivalent. Since we have already
shown that PH is not non-malleably secure (under CCA2), it cannot be IND-CCA2
secure either.
Next we assume an IND-CCA1 secure encryption scheme (G, E, D) having
oracle access to ¢ and £ and prove that the resulting PH, (G, E, D, ¢, £), in the
black-box model preserves IND-CCA1 security. In other words, the homomorphic
properties take no effect on the security, which is contrary to the negative result
of Boneh and Lipton [26] that the homomorphic properties will lead to potential
attacks on deterministic algebraic PH.
The IND-CCA1 security for an encryption scheme (G, E, D) can be modeled
with the following game [11, Protocol 14.1]:
Game 5.1.
1. Alice chooses a pair of keys by (e,d)←G(1t ), where the encryption key e is
revealed to Bob if (G,E,D) is a public-key encryption scheme.
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2. Bob can have oracle access to Ee and Dd until he is satisfied.
3. Based on the information achieved, Bob selects two distinct messages m0 and
m1 of the same length and sends them to Alice.
4. Alice tosses a fair coin b ∈U {0,1} and selects a value c∗ from the distribution
of Ee (mb ).
5. After receiving c∗ , Bob is only allowed to have oracle access to Ee . Finally, he
guesses b by answering either 0 or 1.
If Bob has no strategy to win Game 5.1 better than random guessing, then
(G,E,D) is IND-CCA1 secure. The rigorous definition for IND-CCA1 is given by
Goldreich as follows [7, Definition 5.4.14]:
Definition 5.2 (IND-CCA1 security). For public-key schemes: A public-key encryption scheme, (G,E,D), is said to be IND-CCA1 secure if for every pair of
probabilistic polynomial oracle machines, A1 and A2 , for every positive polynomial
p, and all sufficiently large t and z ∈ {0,1}poly(t) it holds that

(0)

(1)

|pt,z − pt,z | <
where

1
p(t)

(5.8)
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(i)

pt,z

v = 0, where



 ((x , x ), σ) ← AEe ,Dd (e, z)

0
1
1
def
= Pr 


c∗ ← Ee (xi )



∗
e
v ← AE
2 (σ, c )














(5.9)

(e,d) ← G(1t ), |x0 |=|x1 |=t and the probability is taken over the internal coin tosses
of G, Ee , A1 and A2 .
For private-key schemes: The definition is identical except that A1 gets the security parameter 1t instead of the encryption key e.
e ,Dd
In the above definition, Bob is decoupled into a pair of oracle machines (AE
,
1
e
AE
2 ). That is, A1 has oracle access to both Ee and Dd (see step 2 in Game 5.1)

while A2 is restricted to Ee (step 5). In the joint work of A1 and A2 , σ denotes the
state information A1 passes to A2 . Since we use non-uniform formulations z is a
non-uniform auxiliary input of A1 (A2 ’s counterpart is included in σ). Finally, A2
outputs v as its guess.
The formal definition of IND-CCA1 security for (G, E, D, ¢, £) is almost same
as Definition 5.2 except that Bob can have oracle access to ¢ and £ at all times,
Ee ,Dd ,¢,£
e ,Dd
e
namely, (AE
,AE
,A2Ee ,¢,£).
1
2 ) is replaced by (A1

Theorem 5.3 (IND-CCA1 secure PH in the black-box model). Let (G, E, D) be
an IND-CCA1 secure encryption scheme, let ¢ and £ be as in Equation (2.7) and
Equation (2.8) respectively and assume that only oracle access is allowed to ¢ and
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£, then the PH (G, E, D, ¢, £) in the black-box model is also IND-CCA1 secure.
Proof. As discussed, we only need to prove that the condition of Definition 5.2 still
Ee ,Dd ,¢,£
e ,¢,£
e ,Dd
e
,AE
). The equivalence of A1Ee ,Dd
holds if we replace (AE
,AE
2 ) by (A1
2
1
e ,Dd ,¢,£
and AE
is quite straightforward as both ¢ and £ are implied by Ee and
1

Dd . In other words, we can efficiently emulate ¢ (resp., £) by decrypting the input
ciphertexts, computing the sum (resp., product) of the corresponding plaintexts and
e ,¢,£
e
encrypting the result. The remaining difficulty is the reduction from AE
to AE
2
2 .

Obviously, the input-output behaviors of ¢ and £ cannot be emulated using only
Ee , but we can implement a function O+,× using Ee such that its output distribution
is computationally indistinguishable to those of ¢ and £. For example, we can let
O+,× be as follows:
O+,× (Ee (x0 ), Ee (x1 )){
return Ee (0);
}
while the corresponding outputs of ¢ and £ are Ee (x0 +x1 ) and Ee (x0 ×x1 ) respece
tively. By the definition of semantic security, AE
2 cannot distinguish between the

distribution of Ee (0) and that of Ee (x0 +x1 ) or Ee (x0 ×x1 ), namely, whatever can be
efficiently computed from the oracle access to ¢ and £ can also efficiently computed
from scratch. Thus, replacing (¢,£) by O+,× has no effect on A2 ’s decision, and
e ,¢,£
AE
and A2Ee ,O
2

+,×

compute almost the same function (with a negligible differ-

e ,¢,£
e ,O
ence). Therefore, it suffices that AE
can be reduced to AE
2
2

+,×

, and then to
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e
AE
2 in a computational sense and the conclusion immediately follows.

5.1.4

Extending the Protocol to the Malicious Model

Protocol 5.1 only works in the semi-honest model as we cannot prevent Bob always returning to Alice a flipped (recall that no PH is non-malleably secure) result
Ee (C(x(j) )⊕1) instead of Ee (C(x(j) )), but if Alice has a prior knowledge, (x(0) ,
C(x(0) )), regarding C, then she can defeat malicious Bob by making use of semantic
security as follows:
Protocol 5.2 (The reusable SCC protocol against malicious Bob). Assume that
there is an algebraic PH and Alice wants Bob to compute circuit C on inputs x(1) ,
x(2) , · · · , x(L) , and that Alice knows a pair of input-output (x(0) , C(x(0) )), then they
execute the following protocol:
1. As in Protocol 5.1, Alice transforms C into C 0 , adjusts the plaintext space of
the algebraic PH to {0,1}, randomly selects a pair of encryption decryption
keys (e, d), and sends to Bob the encrypted format of C 0 .
(j)

(j)

2. For each input x(j) =v1 · · · vn (1≤j≤L), instead of sending to Bob the encrypted x(j) , Alice sends in sequence of m challenges, where for each challenge
Alice tosses a fair coin b ∈U {0,1}, and if b=0, then let the challenge be a re(j)

(j)

encryption of Ee (x(j) )=Ee (v1 )· · · Ee (vn ), otherwise (b=1) let the challenge
be a re-encryption of Ee (x(0) ).
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3. On each challenge, Bob computes the encrypted circuit (as described in Protocol 5.1) to get the corresponding encrypted output and sends it back to Alice.
4. Alice checks if all challenges that correspond to Ee (x(0) ) are replied with Ee (
C 0 (x(0) ) ) and the rest replies (corresponding to Ee (x(j) )) are consistent (decrypted to the same result). If so, then we get C(x(j) )=C 0 (x(j) ), otherwise,
Alice detects Bob’s cheating.
Theorem 5.4 (correctness and privacy in the malicious model). Let C be the circuit to be computed and x(1) , x(2) , · · · , x(L) be its inputs, and assume that Bob
is computationally bounded, and that the algebraic PH is semantically secure, then
Protocol 5.2 correctly and privately (without revealing anything substantial to Bob)
computes C on the L inputs in the semi-honest model, and if Bob cheats Alice during
the computation of x(j) , Alice will detect it with a probability of 1−2−m .
Proof. Protocol 5.2 is extended from Protocol 5.1, and hence the correctness and
privacy in the semi-honest model can be proved analogously. Bob can cheat Alice
successfully if and only if Bob flips all the encrypted results of Ee (C 0 (x(j) )) and
honestly returns the rest (those corresponding to Ee (C 0 (x(0) ))). By the definition of
semantic security, Bob learns nothing substantial from the ciphertexts and hence he
cannot decide which result(s) to flip better than random guessing. There are












 m   m 
 m 

+
 + ··· + 
 = 2m

 



0
1
m

(5.10)
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possible choices for Bob to flip the m results. Therefore, Bob wins with a probability
of 2−m .

5.1.5

Remarks

We have presented 2-round reusable SCC protocols for P({x, C, IR, C(x)}) and
proved their equivalence to algebraic PH. Alice encrypts the circuit C 0 only once and
lets Bob compute it for as many inputs as she want and thus Alice can make uses
of Bob’s computing power. For example, in the semi-honest model, suppose that an
encryption operation costs A steps of computation and a decryption operation takes
B steps, then Alice spends 4A·s0 steps on encrypting C 0 , A·n steps on encrypting
an input and B steps on decrypting an output. The average number of steps for
computing each input is

4A · s0 + L(A · n + B)
4A · s0
=
+A·n+B ,
L
L

(5.11)

which converges to A·n + B as L increases. Thus, the more rounds of computation
Bob performs, the more advantages Alice gains from the protocol.
The results of this section (Section 5.1) can be summarized as follows:
1. It is well-known that algebraic PH defined on plaintext space {0,1} allows
Bob to compute Boolean circuits using ciphertexts, but protocols were usually
carried out (e.g. [66, 22]) assuming that Bob knows all the gate functions.
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We hide the gate functions from Bob by representing them with parameter
tables that can be encrypted and then computed repeatedly without revealing
anything substantial.
2. We show how to construct an algebraic PH with plaintext space {0,1} from
an arbitrary algebraic PH, and hence the former is implied by the latter.
3. With the above-listed results and those of CTO, the problem of constructing
2-round reusable SCC protocols is reduced to finding algebraic PH and vice
versa. Although PH cannot be non-malleably secure, we propose a reusable
SCC protocol (Protocol 5.2) that defeats malicious Bob.

5.2

Hardware Implementation of Reusable P({x,
C, IR, C(x)})

Instead of using privacy homomorphism, we introduce how to implement P({x, C,
IR, C(x)}) with hardware to combat probing attacks.

5.2.1

Securing Circuits against Probing Attacks

In the past few decades, significant progress has been made in building most cryptographic problems on complexity-theoretic foundations. However, most analyses
are conducted only on algorithm level and an indiscreet implementation may render a provably secure algorithm fragile. This is because the implementation of an
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algorithm may not be a black-box, namely, it may reveal some private information regarding a computation (e.g., a private key). For example, the power consumption or the time it takes for some operation might vary for different internal
operands [67, 68], which may be exploited by attackers to break a sound algorithm
(e.g. RSA) without necessarily solving the underlying intractable problem (e.g. integer factorization). Another threat is the probing attack (a form of side channel
attacks), where an attacker can place metal needles on wires (of a circuit) chosen at
his choice and read the corresponding results during the computation [69, 70]. Several countermeasures [71, 72, 73] against side channel attacks haven been proposed
without mathematical justification, some of them already broken [74, 75].
The reusable P({x, C, IR, C(x)}) corresponds to a practical problem, which
is more difficult than the one in Section 4.1 as the adversary is better equipped
this time. That is, computationally bounded Alice is about to implement a private
function f on a circuit against computationally bounded Bob, who is capable of
observing the circuit topology (i.e. knowing T (C)) as well as conducting a probing attack (i.e. knowing x, IR, C(x)). Then, how could f be implemented such
that computationally bounded Bob learns nothing substantial from the repeated
computation of circuit C (on different inputs)?
Note that Bob knows x, T (C), IR and C(x) and it only remains to recover
the functions of the gates, which is an easy task (by observing the input-output
behavior of each gate during the repeated computation) given x, IR and C(x). We
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will solve the problem by means of stateful gates, namely, gates augmented with
private memories to make their functions change statefully. As a result, the inputoutput behaviors of gates reveal nothing substantial to Bob.

5.2.2

Modified Self-shrinking Generators with Constant Output Rates

Before presenting the solution, we introduce a simple and efficient PRG candidate,
namely, self-shrinking generators (SSGs). An SSG operates by applying shrinking
rules to a single LFSR (introduced in Section 2.2.2): Consider the sequence of an
LFSR, (s0 , s1 , s2 , · · · ), as a sequence of bit pairs

(s0 , s1 ), (s2 , s3 ), · · ·

(5.12)

and for each pair (s2i ,s2i+1 ), s2i+1 is sequentially produced as the output of the SSG
iff s2i =1 (otherwise discarded). As the self-shrinking generator comprises only one
LFSR, the security parameter here is the state length (of the LFSR) t.
The drawback of the original SSG is that its output rate is determined by control
bits s2i ’s and thus not constant. A straightforward method to solve the problem is to
buffer the outputs with a memory. To save memory, we use an alternative approach:
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For each 2t-bit subsequence of the LFSR

s2tj , s2tj+1 , s2tj+2 , s2tj+3 , · · · , s2tj+2t−2 , s2tj+2t−1 ,

(5.13)

output only the first s2tj+2q+1 (0≤q<t) whose control bit s2tj+2q =1, namely, the j-th
output of the generator

G[j] = L[2tj + 2q + 1] = s2tj+2q+1

(5.14)

s2tj s2tj+2 · · ·s2tj+2q−2 s2tj+2q = 00 · · · 01 ,

(5.15)

and q satisfies

where G[j] and L[k] denote respectively the j-th output of SSG G and the k-th
output of LFSR L. Note that such a q ∈ {0, 1, · · · , t−1} always exists as for any
j, s2tj s2tj+2 · · · s2tj+2t−2 is not all zero (by the property of the LFSR-sequence, see
e.g. [34]). Thus, the output rate of the modified SSG is regularly clocked (i.e., 1 bit
output for every 2t-bit-LFSR-sequence) by slowing down the output rate t/2 times
compared with the original SSG. The output of the modified SSG can be viewed as
a subsequence of that of the original SSG, so the security remains the same (i.e.,
a subsequence of a pseudorandom sequence is also pseudorandom). Hereafter, we
mean by SSG the modified version instead of the original one.
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5.2.3

Overview of the Protocol

As shown in Figure 5.2, we augment a stateless gate with a t-bit private memory
and some XOR taps to produce a stateful gate (s-gate hereafter) such that (1) the
state is updated using XOR taps in a way analogous to an LFSR (see Section 2.2.2);
(2) the function of the s-gate changes statefully by XORing the inputs and output
of the stateless gate with XOR sums of some memory contents. When physically
encapsulated, the s-gate protects itself from external attacks (any tampering by
force would only destroy the memory contents due to the multi-layer structure of
the present-day gate implementation technique). Therefore, we assume that the
s-gate is a black-box and adversaries can only learn its input-output behavior by
probing its incoming and outgoing wires. We first introduce the protocol and then
detail how to implement the s-gates with minimal number of memory cells and XOR
taps.

Figure 5.2: A stateful gate internally consists of a stateless gate, a private memory
and some XOR taps on the memory, where the function of the s-gate depends on
that of the stateless gate and the current state.

Protocol 5.3. Assume that Alice is to implement function f (with minimized circuit
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C) to repeatedly compute inputs x(1) , x(2) , · · · , x(L) against Bob, then they do as
follows:
1. (Alice’s task): Alice transforms C into C 0 (by means of CTO), and for each
1≤i≤n+s0 , she independently, uniformly and randomly chooses a t-bit nonzero key k (i) from
t

z }| {
K = {0, 1} − {0 · · · 0}
t

(5.16)

0
and implement a stateful circuit C 00 by replacing each stateless gate gn+i
(1≤

i ≤s0 ) in C 0 with the stateful counterpart, whose function at state j is

0

0

0
00
(v 00 a0i ⊕ G (ai ) [j], v 00 b0i ⊕ G (bi ) [j]) ⊕ G (n+i) [j]
gn+i
(v 00 a0i , v 00 b0i )[j] = gn+i

(5.17)

where G (i) [j] denotes the j-th output of SSG G (i) with initial state k (i) .
0(j)

0(j)

2. (Computation of the circuit): For each input x(j) =v1 · · · vn
0(j)

crypt it by XORing each vi

(1≤j≤L), en-

(1≤i≤n) with G (i) [j], and feed the encrypted

input to the stateful circuit at state j. After computation, XOR the circuit
0

0(j)

output with G (n+s ) [j] to get C(x(j) )=C 0 (x(j) )=vn+s0 .
3. (Bob’s attack): During the L rounds of computation, Bob is able to know the
topology of the stateful circuit and read (by conducting a probing attack) its
inputs, intermediate results and outputs.
Theorem 5.5 (correctness and privacy). Let f be the function to be computed and
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x(1) , x(2) , · · · , x(L) be its inputs, assume that computationally bounded Bob knows
the topology of the implemented circuit as well as its inputs, intermediate results and
outputs, and assume that SSG G is a PRG, then Protocol 5.3 correctly and privately
(without revealing anything substantial to Bob) computes f on the L inputs.
Proof. Both C and C 0 compute function f , so we only need to show that C 00 computes the same function as C 0 does. C 00 and C 0 share the same topology, and we
denote by vi00 and vi0 (1≤i≤n+s0 ) the result of node i in C 00 and that in C 0 respectively. We claim that for any same input, vi00 =vi0 ⊕G (i) [j] holds for all 1≤i≤n+s0 . It
is clear that vi00 =vi0 ⊕G (i) [j] holds for 1≤i≤n, and by induction,

0

0

00
0
vn+i
= gn+i
(va000 ⊕ G(ai ) [j], vb000 ⊕ G(bi ) [j]) ⊕ G(n+i) [j]
i

i

(5.18)

0
0
= gn+i
(va0 0 , vb0 0 ) ⊕ G(n+i) [j] = vn+i
⊕ G(n+i) [j]
i

i

0

00
0
(n+s )
holds for 1≤i≤s0 . Therefore, C 00 outputs vn+s
[j], which is decrypted
0 =vn+s0 ⊕G
0
00
to get vn+s
correctly computes the function of C 0 , namely f . As for the
0 , namely, C

privacy, T (C 00 )=T (C 0 ) reveals nothing substantial to Bob by the definition of CTO,
and since vi00 =vi0 ⊕G (i) [j] holds for 1≤i≤n+s0 and each k (i) is chosen independent
from each other, computationally bounded Bob only get only pseudorandom noise
(by the definition of PRG) from vi00 during the repeated computation.
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5.2.4

Implementing an S-gate with a t-bit memory

As introduced in Protocol 5.3, the function of each s-gate depends on the states of
3 SSGs, which are all t bits long and are chosen independently from one another. It
seems that we need a 3t-bit memory to implement the s-gate and more generally, an
(F +1)-bit memory for an s-gate of fan-in F , but we will show that a t-bit memory
suffices for any gate, no matter of its fan-in.
Suppose that we are to implement an s-gate computing the following function

gF00 +1 (v 00 1 , · · · , v 00 F )[j] = gF0 +1 (v 00 1 ⊕G (1) [j], v 00 2 ⊕G (2) [j], · · · , v 00 F ⊕G (F ) [j])⊕G (F +1) [j]
(5.19)
with gF0 +1 being the function of the corresponding stateless gate, then we need to
emulate G (1) , G (2) , · · · , G (F +1) , namely, F +1 LFSRs, denoted by L(1) , L(2) , · · · ,
L(F +1) respectively. The initial states of the F +1 LFSRs are independently chosen,
but they all have the same feedback vector. As illustrated in Figure 5.2, we can
implement only one LFSR (e.g., L(1) ), represent the outputs of the rest LFSRs
using the state of the one implemented (e.g., L(1) ), determine the output of each
G (i) (1≤i≤F +1) from the corresponding L(i) , XOR G (i) [j] (1≤i≤F ) with vi00 prior
to being inputted to the stateless gF0 +1 and XOR the result with G (F +1) [j] prior to
being produced as an output.
Proposition 5.3. Suppose that L(1) and L(i) are two LFSRs with the same update
(i)

matrix M and that their j-th states are Sj and Sj respectively, then there exists a
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(i)

di ∈ {0, · · · , 2t − 2} such that Sj =Sj ·M di holds for all j≥0.
Proof. Due to the periodic property of LFSRs, there exists a di ∈ {0, · · · , 2t − 2}
(i)

such that Sdi =S0 . According to Equation (2.10) (see Section 2.2.2), it holds that

Sdi = (sdi , · · · , sdi +t−1 ) = S0 · M di

(5.20)

where M is non-singular since a0 =1 (i.e. an XOR tap over the first memory cell)
is a necessary (but not sufficient) condition of having maximized period of LFSRsequence (cf. [31]). Thus, we have

(i)

S 0 = S 0 · M di

(5.21)

and the conclusion follows if we right multiply both sides of the above equation with
M j.
(i)

Thus, we can learn the j-th state of L(i) (i.e., Sj ) from the corresponding state
of L(1) (i.e., Sj ) and M di . It is not necessary to compute di and then raise M to
power di to get M di as it would be inefficient to determine the value of di ∈ {0, · · · ,
2t − 2}. We introduce how to compute M di in time O(t3 ) in Section 5.2.5.
After we get M di , the output of L(i) (2≤i≤F +1) can be written as a linear
combination of the memory contents of L(1) , namely, if we denote the first column
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(i)

(i)

(i)

vector of M di by (b0 , · · · bt−1 ), then the first sub-equation of Sj =Sj+di =Sj ·M di is

(i)

L(i) [j] = sj = sj+di =

Pt−1

(i)
p=0 bp sj+p

(i)

(i)

= b0 sj ⊕ · · · ⊕ bt−1 sj+t−1

(5.22)

where L(i) [j] is the output of L(i) at the j-th state and sj · · · sj+t−1 is the corresponding memory contents of L(1) . Finally, the output of G (i) is obtained from that of
(i)

(i)

L(i) (see Equation (5.14) and (5.15)). Thus, we need w(b0 · · · bt−1 )−1 XOR taps to
represent the output of L(i) , where w(·) denotes the hamming weight (the number
of 1’s) of a binary string.
Therefore, each s-gate only requires a memory of t bits. We proceed to the
estimate of the number of XOR taps (within each s-gate), which are used to update the internal state, represent the outputs of L(2) , · · · , L(F +1) and do encryption/decryption. The total number is

w(a0 · · · at−1 ) − 1 +
= w(a0 · · · at−1 ) +

PF +1
i=2

(i)

(i)

(w(b0 · · · bt−1 ) − 1) + F + 1

PF +1

(i)
i=2 w(b0

(5.23)

(i)
· · · bt−1 )

As the initial state of each L(i) (1≤i≤F +1) is uniformly and independently chosen
(i)

(i)

from key space K (see Equation 5.16), b0 · · · bt−1 (2≤i≤F +1) is also uniformly
distributed (refer to Proposition 5.4) in K and hence the expectation value of w
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(i)

(i)

(b0 · · · bt−1 ) is

1
2t −1
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 t 
 t 
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 t−1   t−1 
 t−1 
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 + ··· + 
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0
1
t−1

=

t
(
2t −1 

=

2(t−1)
t
2t −1

(5.24)

t
2

≈

It follows that the expectation value of (5.23) is

w(a0 · · · at−1 ) +

(i)

tF
tF
<t+
.
2
2

(5.25)

(i)

Proposition 5.4 (Distribution of b0 · · · bt−1 ). Suppose that L(1) and L(i) are two
(i)

LFSRs with the same update matrix M , denote their j-th states by Sj and Sj
(i)

respectively with Sj =Sj ·M di and 0≤di ≤2t −2 (see Proposition 5.3), denote the first
(i)

(i)

(i)

column vector of M di by b0 · · · bt−1 , then for S0 and S0 that are independently and
uniformly distributed in
t

z }| {
K = {0, 1} − {0 · · · 0}
t

(i)

(i)

(5.26)

the first column vector b0 · · · bt−1 of the resulting M di is also uniformly distributed
in K.

ATTENTION: The Singapore Copyright Act applies to the use of this document. Nanyang Technological University Library

107
(i)

Proof. It holds that Sj = Sj+di since they both equal to Sj ·M di , so it holds that

(i)

(i)

(i)

sj+di = b0 sj + b1 sj+1 + · · · + bt−1 sj+t−1 .

(i)

(5.27)

(i)

(i)

Thus, b0 · · · bt−1 cannot be all-zero as it implies sj+di =0 for all j≥0, namely, b0 · · ·
(i)

bt−1 ∈ K. We define a function ~ : {0, 1, · · · , 2t −2} → K as

(i)

(i)

~(di ) = b0 · · · bt−1 .

(5.28)

For any x, y ∈ {0, 1, · · · , 2t −2} with x<y, it must hold that ~(x) 6= ~(y), otherwise,
it follows that sx+j =sy+j for all j≥0 and hence the period of the LFSR (i.e. y−x) is
less than 2t −1. Therefore, ~ is a bijection and for an arbitrary z ∈ K, the following
equation holds:

(i)

(i)

Pr(b0 · · · bt−1 = z)
=

P

Pr(S0 = x and b0 · · · bt−1 = z)

P

Pr(S0 = x and S0 = x · M ~

P

Pr(S0 = x) Pr(S0 = x · M ~

x∈K

=

x∈K

=

x∈K

=

(i)

(i)

(i)

−1 (b(i) ···b(i) )
t−1
0

(i)

(i)

−1 (b(i) ···b(i) )
t−1
0

)

(5.29)

)

1
#(K)

(i)

namely, b0 · · · bt−1 is uniformly distributed in K.
Minimization results. Each s-gate of fan-in F can be constructed with a t-bit
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memory and averagely no more than t(1+F /2) XOR taps. We note that t(1+F /2)
is an overestimate in the sense that there would be (partially) overlapping XOR
taps on an LFSR. For instance, in Figure 5.3, by reusing overlapping XOR taps, the
minimum number of taps is 4 instead of

(2) (2)

(2)

w(s0 s1 · · · s7 ) − 1 + w(b0 b1 · · · b7 ) − 1 = 6 .

(5.30)

output of

output of

s1

s0
a0  1
(2)
0

b

a1  0
(2)
1

1 b

s2
a2  1
(2)
2

0 b

s3
a3  0
(2)
3

1 b

s4

s5

a4  1

a5  0

(2)
4

0 b

(2)
5

1 b

s6

s7

a6  0 a7  1

 0 b6(2)  1 b7(2)  0

Figure 5.3: Two LFSRs sharing the same memory with feedback vector 10101001
(2) (2)
(2)
and b0 b1 · · · b7 =10101010.
Since we assume gates of fan-in 2, the s-gates in Protocol 5.3 can all be efficiently
implemented with a t-bit memory and no more than 2t XOR taps.

5.2.5

Obtaining M di from S0 , Sdi and M in time O(t3 )
(i)

We recall that S0 =(s0 , · · · , st−1 ) and S0 =Sdi =(sdi , · · · , sdi +t−1 ). First, we compute

St−1 = (st−1 , · · · , s2t−2 ) = S0 · M t−1
Sdi +t−1 = (sdi +t−1 , · · · , sdi +2t−1 ) = Sdi · M

(5.31)
t−1

.
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and the following equation holds:


sdi +1 · · · sdi +t−1
 s di


 s
 di +1 sdi +2 · · · sdi +t


..
..
..

.
.
.



sdi +t−1 sdi +t · · · sdi +2t−2





  s0 s1 · · · st−1
 
 
  s
  1 s2 · · · st
=
  .
..
..
  ..
.
.
 
 
 
st−1 st · · · s2t−2








 · M di






(5.32)

If we denote the above equation by Adi =A0 ·M di , then Adi and A0 are both nonsingular, more generally, Proposition 5.5 holds.
Proposition 5.5. Suppose that L(1) is a t-bit LF RS with a period of 2t −1 and
update matrix M , denote its j-th state by Sj =(sj , · · · , sj+t−1 ) with initial state S0 ,
then for any j≥0, matrix


sj+1 · · · sj+t−1
 sj


 s
 j+1 sj+2 · · · sj+t
Aj = 

..
..
..

.
.
.



sj+t−1 sj+t · · · sj+2t−2














(5.33)

is nonsingular.
Proof. As L(1) has a period of 2t −1, we have Sj =Sj+2t −1 and sj =sj+2t −1 . Hence,
it follows that Aj =Aj+2t −1 . Since every non-zero state appears exactly once per
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period, there exists a d such that 0≤d≤2t −2 and

Sd = (sd , · · · , sd+t−2 , sd+t−1 ) = (0, · · · , 0, 1) .

(5.34)

Ad is nonsingular since it can be written as









Ad = 








0

0

0

0

..
.
0

···

...
1

sd+t

0

1

1

sd+t

...

..
.

· · · sd+2t−3

1 sd+t sd+t+1 · · · sd+2t−2










 .








(5.35)

Due to the equation
t

Aj = Aj+2t −1 = Ad · M j+2 −1−d

(5.36)

where both Ad and M are nonsingular, it follows that Aj is also nonsingular.
Therefore, we can obtain M di efficiently by computing A−1
0 ·Adi , which takes time
O(t3 ).

5.2.6

Remarks

Protocol 5.3 defeats probing attacks by augmenting each gate with a t-bit memory
and 2t XOR taps, and thus the size of the resulting stateful circuit is 3t times as
large as that of the original one. More importantly, due to the structure of the
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s-gate (see Figure 5.2), the stateful circuit has a depth that is 3 times as large
as that of the original one. We compare the results of Ishai et al. [70, Table 1]
with ours in Table 5.1. Since their results are only intended for defending probing
attacks, we do not include the overhead incurred by CTO, which is used to hide
the information of circuit topology. We also provide a more detailed performance
Table 5.1: A comparison between the results of Ishai et al. and ours, where both
approaches transform circuit C of size s and depth d to circuit C 0 of size s0 and depth
d0 , Ishai et al. assume that the adversary can simultaneously probe up to p wires
chosen at his will, and they use notation Ô to hide large constants, poly-log factors
and polynomials in the security parameter whereas we assume a security parameter
of t.
d0 /d

s0 /s

perfect

O(logp)

O(p2 )

computational
computational

O(logp)
3

O(p2 )+Ô(p3 )
3t

Privacy type
Their results in
randomized model
Their results in
de-randomized model
Our results

evaluation in Table 5.2, where security parameter t and the number of probed wires
p are assigned with practical values (t=64 and 128, p=10, 100 and 1000). We note
that Ishai et al. use O(p2 ) to hide small constants and use Ô(p3 ) to hide large
constants, poly-log factors and polynomials in t, but have not specified the value or
range of the small constant, large constant and polynomial. Hence, in Table 5.2 we
assume for simplicity O(logp)=log2 p, O(p2 )=p2 and Ô(p3 )=t2 p3 , which would be an
underestimate but the resulting overhead factors are still larger than our results.
In summary, their results are stronger in that they can defeat unbounded adver-
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Table 5.2: A perform comparison between Ishai et al’s overhead factors and ours.
Overheads of Ishai
et al’s approach
in the randomized
model
Overheads of Ishai
et al’s approach in
the derandomized
model

t=64
t=128
t=64
t=128
t=64

Overheads of
our approach

t=128

p=10
d0 /d=3.32
s0 /s=102
d0 /d=3.32
s0 /s=102
d0 /d=3.32
0
s /s=4.10×106
d0 /d=3.32
s0 /s=1.64×107
d0 /d=3
s0 /s=192
d0 /d=3
s0 /s=384

p=100
d0 /d=6.64
s0 /s=104
d0 /d=6.64
s0 /s=104
d0 /d=6.64
0
s /s=4.10×109
d0 /d=6.64
s0 /s=1.64×1010
d0 /d=3
s0 /s=192
d0 /d=3
s0 /s=384

p=1000
d0 /d=9.97
s0 /s=s0 /s=106
d0 /d=9.97
s0 /s=s0 /s=106
d0 /d=9.97
0
s /s=4.10×1012
d0 /d=9.97
s0 /s=1.64×1013
d0 /d=3
s0 /s=192
d0 /d=3
s0 /s=384

saries in the randomized model, but the overhead is quite expensive as it depends
on the number of wires being probed. A major advantage of our results is that the
computation time (i.e. circuit depth) of C 0 is increased only by a constant factor. In
addition, the circuit size is increased only linearly (in the security parameter) and
we do not put any restriction on the number of wires being probed. The drawback of
our approach is that s-gates should be carefully implemented such that the private
memories are securely protected. Furthermore, all the s-gates should be uniformly
clocked and any unsynchronized gate would lead to a false output.

5.3

Summary of the Chapter

In this chapter, we put forward two distinct approaches to achieve reusable SCC
protocols for P({x, C, IR, C(x)}). One is by means of encryption schemes, namely,
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results are all encrypted and computation is done in ciphertexts. The overhead of
this approach is bandwidth expansion: each bit is encrypted into a t-bit ciphertext
with t large enough to defeat the potential adversary (Bob). Another weakness is
its dependence on efficient algebraic PH the existence of which remains open. The
other approach is by tamper-proof hardware. We can always protect a circuit by
simply putting it into a safe box, so the challenge is how to secure a circuit with
as less amount of tamper-proof hardware as possible. The solution is to protect
circuit topology using CTO and to make gate functions stateful such that inputs,
intermediate results and outputs are well encrypted. In this case, the overhead is
that each gate needs a t-bit tamper-proof memory, where t is the security parameter
of the LFSR-based PRG that defeats Bob.
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Chapter 6
Conclusions and Future Work
6.1

Summary of Contribution

We discuss the SCC protocols by which Alice makes Bob compute circuits without disclosing to him anything substantial. We show that existing techniques for
symmetric two-party computation are not suitable as the encrypted circuits are
one-time use and are unable to hide the circuit topology. We propose the notion
of CTO, which can aid any SCC protocol in hiding their skeleton and can defeat
circuit topology observers in practice. We offer two different CTO methods that
are respectively efficient in their overheads of depth and size. We also show how to
improve the symmetric two-party computation protocols using CTO. We represent
the gate functions with ANF parameter tables, which can be repeatedly and securely
computed in their encrypted formats, and hence reduce the problem of computing
with encrypted function to computing with encrypted data. Then, based on the
results of CTO and ANF parameter tables, we construct a reusable SCC protocol
with algebraic PH, where we show that an algebraic PH with plaintext space {0,1}
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is implied by any algebraic PH. We extend the SCC protocol to defeat malicious Bob
despite that no PH is non-malleably secure. Finally, we provide another reusable
SCC protocol that corresponds to a secure implementation of circuits against probing attacks, where we study the properties of the LFSR sequence and reduce the
overhead to as low as possible.

6.2

Future Work

Following the results described in this thesis, we could proceed to a similar problem:
how can Alice make Bob execute a software program p directly (without converting p into a circuit) such that Bob learns nothing substantial? The significance of
this problem is that software programs are sometimes more efficient in that their
conditional branchings can prevent unnecessary loops. We could augment the circuit code with some conditional branching instructions and the resulting code is
intermediate between Boolean circuits and programs. Then, we would mainly focus
on how to execute an encrypted branching instruction and there are some related
results [76, 77] under the models of Turing Machine and Random-Access Machine.
Once we obtain protocols for securely computing the intermediate code, they can
be easily extended to those that securely compute programs.
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Appendix A
Design of Compilers for Producing
Circuits from C-style Code
A.1

Data Types and Data Declaration

The compiler supports three data types: Boolean, signed integer and unsigned integer. Boolean is a 1-bit-long data type mostly used in selection statements. Signed
integer and unsigned integer are data types that can be declared to be of arbitrary
length. Unsigned integers are internally represented as base 2. Thus, the value of
an unsigned integer An with the representation an · · · a1 is simply its base 2 value,
namely,

n
P

ai × 2i−1 . Signed integers are represented using two’s complement, that

i=1
n−1
P

is, the value of a signed integer Bn =bn · · · b1 is −2n−1 ×bn +

i=1
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bi × 2i−1 . We can also
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declare constants without specifying their data types. For example,

unsigned int (30) A;
bool b;
sigined int (50) C;
const D=15;

is a list of data declarations where A, b, C and D are declared to be a 30-bit-long
unsigned integer, a Boolean, a 50-bit-long signed integer and constant 15 respectively.

A.2

Language Syntax

The language acceptable by the compiler is defined using the Backus-Naur Form
(BNF) that consists of a set of a production rules. A production rule states that
the symbol (i.e. non-terminal) on the left-hand side of the ‘‘:” must be replaced by
one of the alternatives on the right hand side, where the alternatives are separated
by ‘‘|”s. For example,
symbol :
alternative1
| alternative2
···
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With production rules, programmers can write code recognizable by the compiler.
For the compiler, the recognition is done by applying the production rules in reverse
(i.e. LL(1) grammar): it parses the input source code terminal (basic unit that
makes sense to the compiler, e.g., “if”, “for” and “;”) by terminal, chooses the right
rule by looking at only the current terminal on the input and takes the corresponding
action. The grammar defined by the compiler can be summarized with the following
production rules:
statements : statement
|

statements

statement

statement : variable ‘:=’ expression ‘;’
|

RETURN expression ‘;’

|

IF ‘(’ bool ‘)’ ‘{’ statements ‘}’

|

IF ‘(’ bool ‘)’ ‘{’ statements ‘}’
‘{’ statements ‘}’

ELSE
|

FOR variable ‘:=’ expression TO expression
‘{’

statements

expression : variable
|

constant

|

‘(’ expression ‘)’

|

NOT expression

‘}’
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bool

|

expression logical operator expression

|

expression arithmetic operator expression

:

TRUE

|

FALSE

|

expression compare expression

|

‘(’ bool ‘)’

|

bool logical operator bool

where the rules are simplified for the sake of demonstration. For example, operators
(e.g. +, −, ×, ÷) are considered to be of the same operator precedence and there
is a reduce-shift conflict when parsing “if” and “if-else” statements, but all those
problems can be solved by introducing more detailed rules.

A.3

Operations between Expressions

With the corresponding production rule, the compiler reduces an operation between
two expressions to a new expression with some actions taken (i.e. generating gates
for the new expression) and the new expression will be further referred to by other
operations. We first show how the operations between unsigned integer expressions
are implemented by the compiler and then reduce the operations between signed
integer expressions to the unsigned analogue. We assume that Am (resp., Bn ) is an
m-bit-long (resp., n-bit-long) integer expression with binary representation am · · · a1
(resp., bn · · · b1 ). Of course, each label ai /bj corresponds to the result of an input-bit,
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or a gate (intermediately generated), or even a constant bit.
Logical operators can be either unary (i.e. NOT) or binary (e.g. AND, OR
and XOR) and the operands can be Boolean or integers. For uniformity, we treat
Boolean as 1-bit-long integer and denote an arbitrary logic operator by “∗”, then
the gate generating

1

algorithm can be described using the following pseudo-code:

program 1 Logic Op (An , Bn /-, *)
for i = 1 to n do
if * = NOT
ci ← gate(ai ) = āi
else
ci ← gate(ai ,bi ) = ai *bi
end if
end for
result = cn · · · c1
end program
where c ← gate(a,b) means generating a gate whose inputs are a and b and whose
output are labeled by c. Note that labels are reusable, e.g., a ← gate(a,b) indicates
that a gate with inputs a and b is generated and label a is reassigned to the resulting
gate. Addition/subtraction between unsigned integers are handled as follows:
1

In the appendix, for the sake of brevity, all the gate-generating pseudo-code produces gates
with fan-in bounded by 3. Since in the mainbody of the thesis we assume fan-in 2 for all gates,
we can further eliminate NOT gates (fan-in=1) by absorbing them into their adjacent gates and
replace each of those fan-in-3 gates by fan-in-2 gates.
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program 2 Unsigned Add/Sub (An , Bn )
c1 ← 0/1 (c1 ←0 in case of ADD and c1 ←1 otherwise)
for i = 1 to n do
si ← gate(ai ,bi ,ci ) = ai ⊕bi ⊕ci / ai ⊕b̄i ⊕ci
ci+1 ← gate(ai ,bi ,ci ) = carry(ai ⊕bi ⊕ci )/carry(ai ⊕b̄i ⊕ci )
end for
sum = cn+1 sn · · · s1 / difference = c̄n+1 sn · · · s1
end program
def

where carry(a⊕b⊕c) = (a∧b)∨(b∧c)∨(a∧c) and 2n Boolean gates are generated.
Multiplication can be implemented by invoking the above subroutine, namely,
program 3 Unsigned Mul (Am , Bn )
sm+n · · · s1 ← 0
for i = 1 to n do
for j = 1 to m do
cj ← gate(aj ,bi ) = aj bi
end for
si+m · · · si ← Add(si+m−1 · · · si , cm · · · c1 )
end for
product = sm+n · · · s1
end program
Thus, multiplication needs at most 3mn gates. The gates of rounding division
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“DivR”, truncating division “DivT” and modular arithmetic “Mod” can be generated with the following subroutine:
program 4 Unsigned DivR/DivT/Mod(Am , Bn )
n

z }| {
rm+n · · · r1 ← 0 · · · 0 am · · · a1
for i = m to 1 do
q̄i tn+1 · · · t1 ← Sub(ri+n · · · ri , 0bn · · · b1 )
for j = 1 to n+1 do
ri+j−1 ← gate(qi ,tj ,ri+j−1 ) = (qi ∧tj )∨(q̄i ∧ri+j−1 )
end for
end for
if DivR
q̄0 tn+1 · · · t1 ← Sub(rn · · · r1 0, 0bn · · · b1 )
m−1

z }| {
qm+1 · · · q1 ← Add(qm · · · q1 , 0 · · · 0 q0 )
end if
quotient = qm · · · q1 / remainder = rn · · · r1
end program
We proceed to arithmetic operations on signed operands. The addition and substraction between signed expressions are similar to their unsigned counterparts as we
use two’s-complement integer representation. Other operations can be implemented
by invoking their signed analogue as follows:
program 5 2’s complement (Am , b) /*If b=1, 2’s-complement Am ;
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otherwise, do nothing.*/
c1 ← b
for i = 1 to m
ci+1 ← gate(ai ,b,ci ) = b∧carry(āi ⊕ci )
ai ← gate(ai ,b,ci ) = (b∧(āi ⊕ci ))∨(b̄∧ai )
end for
2’s-complement = am · · · a1
end program

program 6 Signed Mul/DivR/DivT/Mod(Am , Bn )
s a ← am
sb ← bn
s ← gate(sa ,sb ) = sa ⊕sb
Am−1 ← 2’s complement(am−1 · · · a1 ,sa )
Bn−1 ← 2’s complement(bn−1 · · · a1 ,sb )
ro · · · r1 ← Unsigned Mul/DivR/DivT/Mod(Am−1 , Bn−1 )
ro · · · r1 ← 2’s complement(ro · · · r1 , s)
result = sro · · · r1
end program
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A.4

Comparisons between Expressions

The compiler will generate a Boolean indicating the result of comparison between
expressions. There are six comparison operators as depicted in Table A.1, where
(An ==Bn , An !=Bn ), (An >Bn , An <=Bn ) and (An <Bn , An >=Bn ) are complementary pairs and An >Bn can be viewed as Bn <An . Thus, it suffices to show the
pseudo-code of An ==Bn and An <Bn as follows:
Table A.1: Comparisons between An and Bn and their syntax.
Operation
Same
Not same
Great than
Greater than or equal to
Less than
Less than or equal to

Syntax
An ==Bn
An !=Bn
An >Bn
An >=Bn
An <Bn
An <=Bn

Result
1 if An =Bn ; 0 otherwise
0 if An =Bn ; 1 otherwise
1 if An >Bn ; 0 otherwise
1 if An >Bn or An =Bn ; 0 otherwise
1 if An <Bn ; 0 otherwise
1 if An <Bn or An =Bn ; 0 otherwise

program 7 Same(An , Bn )
c1 =1
for i = 1 to n
ci+1 ← gate(ai ,bi ,ci ) = ci ∧(ai ⊕bi ⊕1)
end for
result = cn+1
end program

program 8 Less Than(An , Bn )
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c1 =1
for i = 1 to n-1
ci+1 ← gate(ai ,bi ,ci ) = carry(ai ⊕b̄i ⊕ci )
end for
if An and Bn are unsigned expressions
c̄n+1 ← gate(an ,bn ,cn ) = carry(an ⊕b̄n ⊕cn )
else
cn+1 ← gate(an ,bn ,cn ) = (an ∧c̄n )∨(b̄n ∧c̄n )∨(an ∧b̄n ∧cn )
end if
result = cn+1
end program

A.5

Selection Statements and Value Assignments

The two forms of selection statements supported by our compiler are “IF(<bool>)<statements>” and “IF(<bool>)-<statements>-ELSE-<statements>”, where bool
is the label of the Boolean expression in the parentheses. When the selection statements are executed on computers, the control is passed to the statement following
“IF” if “bool” is nonzero, otherwise it is passed to the second statement (if ELSE is
present). However, we cannot generate gates this way because Boolean circuits are
acyclic. We should generate circuits in a data-independent way, which is not hard
to achieve since most operations in selection statements can be done identically as
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those outside “if” with an exception being the value assigning operation. This is
because that the compiler generates new gates to store intermediate results and the
values of variables are not updated until value assignments are performed. Based
on the fact that the value of a variable is updated only if the “bool” is non-zero, we
initialize (at the time of compiling) a stack with only one item “TRUE” (1) on its
top. Stack operations are defined as follows:
//data[ ] indicates a stack with t items in it
program 9 Init Stack()
data[0] ← TRUE
t ← 1
end program

program 10 push (bool)
data[t] ← bool
t ← t+1
end program

program 11 pop ()
t ← t-1
end program
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program 12 top()
return data[t-1];
end program
where “bool” is a label of the expression passed to subroutine “push”. When entering/leaving the scope of “if” or “else” whose expression in the parentheses of “if” is
labeled by “b”, the compiler does the following actions:
program 13 enter if/enter else (b)
a ← top()
c ← gate(a,b) = b∧a / b̄∧a
push (c)
end program

program 14 leave ifleave else (b)
pop()
end program
Thus, the pseudo-code of value assignment “An :=Bn ”, whether in selection statements or not, can be uniformly written as:
program 15 assign value (An , Bn )
c ← top()
for i = 1 to n
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ai ← gate(ai ,bi ,c) = (c∧bi )∨(c̄∧ai )
end for
An = an · · · a1
end program

A.6

Iteration Statements

The compiler supports the iteration statement of

FOR <variable> := <expression1> TO <expression2> { <statements> }

where <statements> are repeatedly executed until “<variable>” exceeds the range
of the two expressions. However, a Boolean circuit is a directed acyclic graph and
thus Boolean gates are not re-excutable. To solve this problem, the compiler treats
the iteration statement as a macro and unrolls it during the prepocessing stage to
produce:
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<variable> := <expression1>
<statements>
<variable> := <variable> + increment
<statements>
..
.
<variable> := <expression2>
<statements>
where <expression1> and <expression2> should be constant expressions and increment is 1 if <expression1> is less than <expression2> and is −1 otherwise. The
unrolled code is functionally equivalent to the corresponding iteration statement and
it can be easily converted to a circuit. Since our compiler requires that the number
of iterations is determined at compile time, it does not support statements such as

WHILE (<expression>) { <statements> }

where the <statement> is executed repeatedly as long as <expression> remains
true. Nevertheless, we can rephrase it to

FOR i := 1 TO max { IF(<expression>) {<statements> } }
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where max is the maximal number of iterations that the “while-statement” cannot
exceed. For a polynomial-time program, max is polynomially bounded and the
resulting circuit is polynomial-size.

A.7

The “return” Statement

Normally a program or a function will halt after a “return” statement and will return
a value (if any) to the the environment that called it, but in our case, “RETURN
<expression>;” only indicates that the gates labeled by <expression> carry circuit
output. Thus, the compiler will mark the gates that correspond to <expression> as
output-gates (as opposite to intermediate-gates) and proceed to parsing the code.
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